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ABSTRACT

Capacity is an important character of digital watermarking.
Research of image watermarking capacity is to study how
much information can be hidden in an image. Recently,
wavelet transform has been applied widely in watermarking
research as its excellent multi-resolution analysis property.
According to watermarking methods in wavelet domain,
watermark’s embedding and extracting realized in wavelet
domain, we think that watermarking capacity should be ana-
lyzed in wavelet domain also. This paper presents a water-
marking capacity analysis method based on content of
wavelet subbands by using Watson quantization matrix and
Noise Visibility Function (NVF), and discusses watermark-
ing capacity of blind watermarking and non-blind water-
marking in this scenario.

1. INTRODUCTION

Image watermarking capacity is an evaluation of how much
information can be hidden with in a digital image. Water-
marking capacity is determined by the statistical model used
for the host image, by the distortion constraints on the data
hider and the attacker, and by the information available to
the data hider, to the attacker, and to the decoder. The pur-
pose of watermarking capacity research is to analyze the
limit of watermark information while satisfying the invisi-
bility and robustness of watermarking. The research of wa-
termarking capacity has an important meaning for more ef-
fective watermarking algorithms to be designed.

Several works on watermarking capacity have been pre-
sented in recent years. Servetto considered each pixel as an
independent channel and calculated the capacity based on the
theory of Parallel Gaussian Channels (PGC) [1]. Barni’s re-
search focused on the image watermarking capacity in DCT
and the DFT domain [2]. Moulin’s work studied a kind of
watermarking capacity problem under attacks [3,4]. Lin pre-
sented zero-error information hiding capacity analysis
method in JPEG compressed domain using adjacency-
reducing mapping technique [5, 6].

Image watermarking capacity is a complex problem. It
may be influenced by many factors. The content of image has
great influence to watermarking capacity. This influence has
two aspects, on the one hand, we hide information using the
content of image, on the other hand, in blind watermarking,
the content of image becomes an obstacle when we detect
watermark. We think that watermarking capacity should be

associated with the content of image; different image has
different watermarking capacity. Obviously, more watermark
information can be transmitted in a complex image compare
with a flat image such as a pure white color image. However,
some previous works about watermarking capacity do not
utilized the content of images fully, watermarking capacity is
calculated using a given power signal-to-noise ratio.

Watermarking capacity can also be influenced by the
watermark’s strength, but a high strength watermark not al-
ways means a high watermarking capacity. For example,
assume a watermarking algorithm is to add one to each
pixel’s amplitude value and then watermark information is
one bit. If we embed a stronger watermark, to add ten to each
pixel, and then watermark information is also one bit, only
watermark’s delectability is improved. Some previous works
calculate each image pixel’s watermarking capacity respec-
tively or treat each image pixel as a separate channel. Obvi-
ously, these methods cannot explain above problem. When
we calculate an image pixel’s watermarking capacity, we
cannot control the change of other pixels. These methods
ignore the relationship among image pixels. But according to
information theory, the diversity of amplitude value is very
important for watermarking to transmit information.

Almost all previous works on watermarking capacity are
realized in spatial domain. Recently, wavelet transform has
been applied widely in watermarking research as its excellent
multi-resolution analysis property. Watermarking algorithms
based on wavelet become the major research direction. Ac-
cording to those watermarking methods, watermark’s em-
bedding and extracting realized in wavelet domain, we think
that watermarking capacity should be analyzed in wavelet
domain.

According to above analysis, we think that the water-
mark power should be constrained according to the content
of wavelet subbands. In this paper, we present a content
adaptive watermarking algorithm using Watson quantization
matrix and Noise Visibility Function (NVF), and we discuss
watermarking capacity problem of blind watermarking and
non-blind watermarking in this scenario.

2. ADAPTIVE WATERMARKING

In watermarking schemes, image is considered as a commu-
nication channel to transmit messages, its power constrains
on watermark are determined by the Human Vision System
(HVS) model. HVS models have been studies for many
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years. These models were explored to describe human vision
mechanism such as spatial frequency orientation, sensitivity
on local contrast, adaptation and masking etc.

Watson proposed a mathematical model for the Discrete
Wavelet Transform (DWT) noise detection thresholds that is
a function of level, orientation, and display visual resolution
[7]. This allows calculation of a perceptually lossless quanti-
zation matrix for which all errors are in theory below the
visual threshold. The quantization matrix is composed of
quantization factor for each level and orientation. The quan-
tization factor can be written as the equation (1):

Q0= i611()16[10%21{‘0&]2 €]
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Where A and 0 denote wavelet level and orientation re-
spectively, vy is display resolution, AA o denote the basis

function amplitudes, and q, £, f), gy are constant.

Watson’s perceptual model based on experience, satisfy
the requirement of HVS. But this model is independent of the
content of image. In image compression of wavelet domain,
the quantization is uniform, wavelet coefficient be quantized
using same quantization factor in same level. According to
watermarking capacity, if we embed same watermark
strength in a wavelet subband, watermarking capacity is the
minimum, almost no information been transmitted. So for
estimating the maximum information of watermark, we
should design watermark strength based on the content of
wavelet subbands.

According to analysis above, we can compute the per-
ceptually lossless threshold using Watson’s perceptual model,
but we should associate it with other masking function to
found a model to constrain watermarking embedding.

Recently, Voloshynovsky proposed a texture masking
method, Noise Visibility Function (NVF)[8,9]. The NVF is
the function that characterizes local image properties, identi-
fying textured and edge regions where the watermark should
be more strongly embedded. The NVF can be applied in ei-
ther spatial domain or wavelet domain.

NVF can be written as the equation (2):

w(i, j)o,
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Where 0 3 denote noise variance, O f (i, ) denote the
local variance of the image in a window centered on the pixel
with coordinates (i, j),1 <i, j < N, w(i, j) is a weighting
function depends on shape parameter ¥ . W(i, j) can be
written as the equation (3):

w(i, j) = y[n(y)) 3)
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Where
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X

n(y) =

@)= Io e™u'"'du , X(i, j) denote the mean of the im-

age.

There are two kinds of NVF, based on either a non-
stationary Gaussian model of the image, or a stationary Gen-
eralized Gaussian model. In the non-stationary Gaussian
model, the data is assumed to be locally i.i.d. (Independent
identically distribute) Gaussian process, while in the station-
ary Generalized Gaussian model the data is assumed to be
globally i.i.d.. Because watermarking problem has a close
relationship with the local properties of image, we think that
the NVF based on non-stationary Gaussian model more suits
for watermarking problem. Assume the host image is a Gaus-
sian process. In the case of non-stationary Gaussian model,
NVF can be written as the equation (4):

1
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Once we have computed the NVF, we can obtain the al-
lowable distortions of each wavelet coefficient by computing:

A, ) =(A=NVE@, j)- Sy + NVEG, j)- S, (5)

Where S, and S; are the maximum allowable wavelet
coefficient distortions in textured and flat region respectively.
Typically S, may be as high as 30 while S; are usually about
3. In flat regions the NVF tends to 1 so the first term of equa-
tion (5) tends to 0, and consequently the allowable wavelet
coefficient distortion dependent on S; that is small. Intui-
tively this makes sense since we expect that the watermark
distortions will be visible in flat regions and less visible in
textured regions. According to above equation, the water-
mark embedded in the texture or the edge regions is stronger
than in the flat regions. If we embed maximum allowable
watermark in each wavelet coefficient, the robustness of wa-
termarking will have a good performance. By this way, we
can achieve the best trade-off between robustness and invisi-
bility.

According to equation (5) we can calculate the maxi-
mum allowable watermark amplitude value of each wavelet
coefficient while keeping watermark’s invisibility. All wa-
termark amplitude value can build an image; we name the
image Maximum Watermark Image (MWI). X, denote the
variance of MWI. Figure (1) shows Lena and its Maximum
Watermark Image.

In Figure (1), bright parts denote the regions where al-
low bigger watermark amplitude value; dark parts denote the
regions where allow smaller watermark amplitude value.
From the contour map on the top, an approximate outline of
Lena can be identified. In the complex texture regions or in
the edge regions, for example, the regions of Lena’s hair,
allow bigger watermark amplitude value. This case is coin-
cides with our estimate.
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(b)
Fig. 1. Lena (a) and its Maximum Watermark Image (b) with
a contour map on the top.

3. WATERMARKING CAPACITY

Watermarking can be viewed as a form of communication
and image can be considered as a communication channel to
transmit messages. So, watermarking capacity problem can
be solved using traditional information theory. Figure (2) is a
model of watermarking communication in wavelet domain.
In this model, we design a switch, which control if the host
image can be used in watermarking extracting. The switch on
denotes non-blind watermarking and the switch off denotes
blind watermarking.

Some previous works on image watermarking capacity
consider each pixel as an independent AWGN channel, and

watermarking capacity is summation capacity of all channels.
According to the analysis of section (2), we don’t think so.
We think that the image should be treated as an AWGN
channel with power constraint Pg.

Many previous works using a given power constrain to
calculate watermarking capacity. Obviously, these works did
not utilize the content of images fully. Their result cannot
express the influence of image’s content and the difference
between one image to another. We think that the power con-
straint Py should be calculated based on the MWI, which is
the strongest watermark while cannot be apperceived. As-
sume o, denote the variance of the MWI and o,” denote the
variance of noise, then, in non-blind watermarking scenario,
image watermarking capacity can be written as:

2
C=Wlog,| 1+

n

(6)

Where W denote the bandwidth of channel. What is the
bandwidth of an image? Assume the size of image is N X N ,

the number of pixels is M = N x N . According to Nyquist
sampling theory, if we want to express all the pixels correctly,
sampling points should be 2 ¥ at least. So the bandwidth of
an image is W=M/2.

Costa has studied the channel capacity problem of so-
called dirty paper communication in 1983 [10]. The capacity
problem of blind watermarking is the same as the problem
described by Costa. According to Costa’s work, the capacity
of blind watermarking was the same as the non-blind water-
marking cases. So, in both cases, watermarking capacity is
same.

4. EXPERIMENTS

In experiment, the 256 X 256 standard test image Fishing-
boat is used. A biorthogonal 9/7 DWT was used to decom-
pose the host image into four levels. Using the NVF, we can
calculate the maximum allowable watermark amplitude
value of each wavelet coefficient while keeping watermark’s
invisibility. A window of size 3 X 3 is used for NVF comput-
ing. We calculate the variance of the MWI and finally we
can calculate image’s wavelet domain watermarking capac-
ity in condition of different noise power constrains. We also
calculate the spatial domain watermarking capacity in same
noise power constrains as contrast. The experiment result of
watermarking capacity is shown in table (1) and figure (3).

Watermark IDWT > Stego image

DWT > Watermark

h 4

Extract

Host image

]
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Fig. 2. Watermarking communication model in wavelet domain

Table 1. Watermarking capacity of Fishingboat in spatial
domain and wavelet domain

2

(oA Spatial domain (bit) Wavelet domain (bit)

1 128032 84813

2 110410 68364

3 98309 57914

4 89214 50543

5 82005 45006

6 76088 40664

7 71106 37151

8 66833 34239

9 63113 31783

10 59835 29677
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Fig. 3. Watermarking capacity of Fishingboat in spatial do-
main and wavelet domain

The result shows that watermarking capacity in wavelet
domain is smaller than in spatial domain. We think the reason
is that energy of image in wavelet domain is concentrated on
low frequency subbands while other subband’s energy are
small.

Fig. 4. Fishingboat’s stego image and noised stego image

Figure (4) is Fishingboat’s stego image according to the
watermarking algorithm in section (2), PSNR is 29.08 dB;
and noised stego image (a,” =4), PSNR is 28.16 dB.

5. CONCLUSIONS

According to watermarking methods in wavelet domain,
watermark’s embedding and extracting realized in wavelet
domain, we think that watermarking capacity should be ana-
lyzed in wavelet domain. In watermarking schemes, image
is considered as a communication channel to transmit mes-
sages. But because of the requirements of robustness and
visibility, watermarking has some characteristics different
from traditional communication. Watermarking capacity
should be associated with the content of wavelet subbands.
In this paper, we present an adaptive watermarking capacity
analysis method based on content of wavelet subbands, and
discusses watermarking capacity of blind watermarking and
non-blind watermarking in this scenario.
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