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ABSTRACT

The digital watermark technology is now drawing at-
tention as a useful method of protecting copyrights of
digital contents such as audio, image, and video. Espe-
cially, eécient image watermarking methods have been
developed in the DWT (discrete wavelet transform) do-
main. In the wavelet-based watermarking, similar to
the wavelet-based coding, the choice of wavelet ålter
banks generally aãects the performance of watermark-
ing methods. Hence a natural question arises for the
wavelet-based watermarking : what is the best wavelet
ålter bank for use ? In this paper, we evaluate wavelet
ålter banks used in watermarking theoretically from the
viewpoint of the quality of watermarked image and the
robustness of watermark, and then try to answer the
`best wavelet ålter bank' problem in the wavelet-based
watermarking.

1 Introduction

With the rapid spread of computer networks and the fur-
ther development of multimedia technologies, the copy-
right protection of digital contents such as audio, image
and video, has been one of the most serious problems
because digital copies can be made identical to the orig-
inal. The digital watermark technology is now drawing
attention as a useful method of protecting copyrights of
digital contents. A digital watermark is realized by em-
bedding information data, e.g., owner, distributor, or
recipient identiåers, transaction dates, serial number,
etc., directly into digital contents with an imperceptible
form for human audio/visual systems, and should satisfy
the following requirements: The embedded watermark
should not spoil the quality of the original contents and
should not be perceptible. It should be diécult for an
attacker to remove the watermark and should be robust
to signal processing and geometric distortions.
A signiåcant number of watermarking methods have

been recently reported[1],[2]. Most of these methods
embed the watermark into the spectral coeécients of
images by using signal transformation such as discrete
cosine transformation (DCT) or discrete wavelet trans-
formation (DWT) because embedding in the frequency

domain is more tolerant to attacks and image processing
than embedding in the spatial domain. Especially, eé-
cient image watermarking methods have been developed
in the DWT domain.
In the wavelet-based watermarking, similar to the

wavelet-based coding, the choice of wavelet ålter banks
generally aãects the performance of watermarking meth-
ods. Hence a natural question arises for the wavelet-
based watermarking : what is the best wavelet ålter
bank for use ? But it seems that this question has not
been answered for image watermarking yet.
In this paper, we concentrate on the correlation-based

watermarking methods in the DWT domain, in which a
watermark code (pseudorandom sequence) is perceptu-
ally weighted and added to the wavelet coeécient, and
is detected by computing the correlation between the
watermarked coeécient and the watermark code to be
checked for the presence, and discuss the performance of
the watermarking methods theoretically from the view-
point of the quality of watermarked image and the ro-
bustness of watermark. Based on the result, we evaluate
wavelet ålter banks used in watermarking and then try
to answer the `best wavelet ålter bank' problem in the
wavelet-based watermarking.

2 Wavelet Transform of Images using Wavelet
Filter Banks

An obvious way to do the wavelet transform (wavelet
decomposition) of two-dimensional (2D) signals (e.g.,
images)[3] is to use separable wavelets obtained from
products of one-dimensional (1D) wavelets and scaling
functions. Taking a lowpass ålter H0(z) and a high-
pass ålter H1(z) corresponding, respectively, to a 1D
scaling function and a 1D wavelet, we can construct
2D ålters: HLL(z1; z2) = H0(z1)H0(z2), HLH(z1; z2) =
H0(z1)H1(z2), HHL(z1; z2) = H1(z1)H0(z2), and
HHH(z1; z2) = H1(z1)H1(z2). The function HLL(z1; z2)
is a separable 2D scaling function (that is, a 2D lowpass
ålter), while the function HLH(z1; z2), HHL(z1; z2), and
HHH(z1; z2) are 2D separable wavelets.
The 2D input signal X(z1; z2) (e.g., image) is pro-

cessed by the 2D ålters HLL, HLH , HHL, and HHH
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and then subsampled by 2 in each dimension, i.e., over-
all subsampled by 4. As the result, X(z1; z2) is divided
into four subband signals X1

LL(z1; z2), X
1
LH(z1; z2),

X1
HL(z1; z2), and X

1
HH(z1; z2). The subbands X1

LH ,
X1
HL, and X

1
HH represent the ånest scale wavelet coef-

åcients. To obtain the next coarser scale of wavelet co-
eécients, the subband X1

LL(z1; z2) is further processed
and subsampled. The process continues until some ånal
scale N is reached, and we have 3N +1 subband signals
consisting of the multiresolution approximation (MRA)
component XN

LL(z1; z2) and the multiresolution repre-
sentation (MRR) componentsXn

LH(z1; z2), X
n
HL(z1; z2),

Xn
HH(z1; z2) (n = 1; 2;ÅÅÅ;N).
The inverse wavelet transform (wavelet reconstruc-

tion) is as follows. Let G0(z) and G1(z) be lowpass
and highpass ålters, respectively, and be the dual of
H0(z) and H1(z), i.e., H0(z), H1(z) and G0(z), G1(z)
satisfy the perfect reconstruction condition for analysis
and synthesis ålter banks[3]. Then we can construct
2D ålters: GLL(z1; z2) = G0(z1)G0(z2), GLH(z1; z2) =
G0(z1)G1(z2), GHL(z1; z2) = G1(z1)G0(z2), and
GHH(z1; z2) = G1(z1)G1(z2). After upsampling the
four subband signals XN

LL, X
N
LH , X

N
HL, and X

N
HH by

2 in each direction, we process them by the 2D ålters
GLL, GLH , GHL, and GHH , respectively, and recon-
struct the (N Ä 1)-th MRA component XNÄ1

LL (z1; z2).
Next, the same procedure is applied to XNÄ1

LL , XNÄ1
LH ,

XNÄ1
HL , and XNÄ1

HH , and the (NÄ2)-th MRA component
XNÄ2
LL (z1; z2) is obtained. This wavelet reconstruction

is repeated N times and the 2D signal X(z1; z2) is re-
constructed.

3 Watermarking Method using Wavelet Filter
Banks

We decompose an image X(z1; z2) using a wavelet ålter
bank until the scale N and obtain the MRA compo-
nent XN

LL and the 3N MRR components Xn
LH , X

n
HL,

Xn
HH (n = 1; 2;ÅÅÅ; N). In the watermarking method

with the MRA component (MRA method), BA wavelet
coeécients xNA (ik; jk) (1 î k î BA) are appropri-
ately selected from XN

LL and then a watermark w(k)
(1 î k î BA) is embedded into xNA (ik; jk), while
in the watermarking method with the MRR compo-
nent (MRR method), BR wavelet coeécients xNR (ik; jk)
(1 î k î BR) are properly choosed from XN

LH and/or
XN
HL and then a watermark w(k) (1 î k î BR) is em-

bedded into xNR (ik; jk).
Watermark embedding of both the methods is carried

out as follows : LetW = fwl; 1 î l î Lg be a set of wa-
termarks, where wl = [wl(k)] (1 î k î B) and xl(k)'s
are pseudorandom sequences drawn from the Gaussian
distribution with zero-mean and variance õ2 = 1: Then
we choose one watermark w = [w(k)] from W and em-
bed w(k)'s into the wavelet coeécients x(ik; jk)'s in the
form of

x0(ik; jk) = x(ik; jk) +Qw(k); 1 î m î B; (1)

where Q(> 0) is a weight called the embedded intensity.
Watermark detection of both the methods is as fol-

lows : We set a threshold T (> 0) to decide whether the
watermark is detected or not, and calculate the corre-
lation z between the watermarked wavelet coeécients
x0(ik; jk)'s and all candidates wl 2 W of the embedded
watermark as

z = z(l) =
1

B

BX
k=1

x0(ik; jk)wl(k); 1 î l î L: (2)

If z(l) exceeds T , then the watermark detector deter-
mines that the watermarked image contains wl. That
is, if z(l) > T , then wl is detected, else no wl detected.

4 On the Quality of Watermarked Images

We discuss the relationship between the characteristics
of wavelet ålter banks and the quality of watermarked
images. Let Åx(ik; jk) = x0(ik; jk) Ä x(ik; jk) be the
noise that arises from the watermark embedding. Then
Åx(ik; jk)'s are Gaussian noise with zero-mean and vari-
ance õ2 = Q2. The random noise Åx(ik; jk)'s pass
through the synthesis ålter bank consisting of upsam-
pling followed by 2D åltering, spread to a whole of im-
age, and degrade the quality of watermarked image. The
noise power at the output of the ålter bank, denoted by
NA and NR, respectively, for the MRA and MRR meth-
ods, is given as follows:
For the MRA method,

NA = BAQ
2
A kGAk2; (3)

where QA is the embedded intensity,

GA(z1; z2) =
NÄ1Y
k=0

G0(z
2k

1 )G0(z
2k

2 ); (4)

and kGk denotes the L2-norm of G(ej!1 ; ej!2):

kGk2 = 1

(2ô)2

Z ô

Äô

Z ô

Äô
j G(ej!1 ; ej!2) j2 d!1d!2: (5)

For the MRR method,

NR = BRQ
2
R kGRk2; (6)

in which QR is the embedded intensity,

GR(z1; z2) = fãG0(zNÄ11 )G1(z
NÄ1
2 )

+ (1Äã)G1(zNÄ11 )G0(z
NÄ1
2 )g

Ç
NÄ2Y
k=0

G0(z
2k

1 )G0(z
2k

2 ); (7)

and we assume that the ratio of amount of watermarks
embedded into XN

LH and X
N
HL is ã : (1Äã) (0 < ã< 1).

It can be seen that the watermarked image quality de-
pends on not only amount of watermarkes and the em-
bedded intensity but also the characteristics of wavelet
ålter bank.

1474



5 On the Robustness of Watermark

We consider the case where a watermarked image is pro-
cessed by an operation like lossy compression and ålter-
ing, etc. Then the noise that aries from image processing
passes through the analysis ålter bank consisting of 2D
åltering followed by downsampling and is transmitted
to every subband. Especially, the noise at the subbands
XN
LL, X

N
LH , and X

N
HL causes watermark detection er-

rors and hence deterioration of accuracy of watermark
detection.
Assuming that the noise caused by image processing is

random and additive noise with zero-mean and variance
õ2, the correlation z can be written as

z = z(l) =
1

B

BX
k=1

x00(ik; jk)wl(k); 1 î l î L; (8)

in which

x00(ik; jk) = x0(ik; jk) +é(ik; jk)
= x(ik; jk) +Qw(k) +é(ik; jk); (9)

and é(ik; jk) represents the noise at XN
LL, X

N
LH , and

XN
HL, and the noise power at X

N
LL, X

N
LH , and X

N
HL,

denoted by õ2LL, õ
2
LH , and õ

2
HL, respectively, is given

by
õ2í= õ

2kEík2; (10)

where ístands for LL, LH , or HL,

ELL(z1; z2) =
NÄ1Y
k=0

H0(z
2k

1 )H0(z
2k

2 ); (11)

ELH(z1; z2) = H0(z
NÄ1
1 )H1(z

NÄ1
2 )

Ç
NÄ2Y
k=0

H0(z
2k

1 )H0(z
2k

2 ); (12)

EHL(z1; z2) = H1(z
NÄ1
1 )H0(z

NÄ1
2 )

Ç
NÄ2Y
k=0

H0(z
2k

1 )H0(z
2k

2 ); (13)

and it is noted that kELHk = kEHLk holds.
The robustness of watermark is measured by the error

rate

" =

Z 1

T

p0(z)dz +

Z T

Ä1
p1(z)dz (14)

where p1(z) is the probability density function (pdf)
of z(l) when wl corresponds to the watermark embed-
ded into the image, while p0(z) the pdf of z(l) when
wl does not. Here we can calculate the expectation
E[z(l)] and the variance Var[z(l)]. Let's suppose that
x(ik; jk), w(k), and é(ik; jk) are uncorrelated mutually.
Then E[z(l)] and Var[z(l)] are given by, respectively,

E[z(l)] =

ö
Qï ; wl = w
0 ; wl 6= w (15)

Var[z(l)] =

ö
(2Q2ï+õ

2kEïk2)=Bï ; wl = w
(Q2ï+õ

2kEïk2)=Bï ; wl 6= w
(16)

where ï represents A for the MRA method or R
for the MRR method, kEAk = kELLk, kERk =p
ãkELHk2 + (1Äã)kEHLk2 (= kEHLk = kEHLk),

and Qï, Bï and ã are the same as those in Sect. 4.
Putting T = Qï=2 and approximating p0(z) and p1(z)
by the Gaussian pdf with the above statistics, we can
evaluate the robustness of watermark by

"ï = erfc

†
1

2

s
Bï

1 + (õkEïk=Qï)2
!

+ erfc

†
1

2

s
Bï

2 + (õkEïk=Qï)2
!
; (17)

in which ï= A or R, and erfc(x) is the error function
deåned by

erfc(x) =
1p
2ô

Z 1

x

eÄt
2=2 dt: (18)

It is noted that the error rate is also dependent on not
only the embedded intensity Qï and the length of wa-
termark Bï but also the characteristics of wavelet ålter
bank.

6 Comparison between the MRA and MRR
Methods using Filter Bank of 5/3 Taps SSKF

In the case of ålter bank of 5/3 taps SSKF (symmet-
ric short kernel ålter)[4]: H0(z) = Ä0:125 + 0:25zÄ1 +
0:75zÄ2+0:25zÄ3Ä0:125zÄ4 (LPF),H1(z) = 0:5ÄzÄ1+
0:5zÄ2 (HPF), G0(z) = H1(Äz), G1(z) = ÄH0(Äz) and
the scale N = 4, we have kGAk2 = 114:2227, kGRk2 =
32:5217 and kEAk2 = 0:6171, kERk2 = 1:5009. From
Eqs. (3) and (6), the following relation holds.

NA=NR = 3:512 (BA=BR)(QA=QR)
2: (19)

Eq. (19) implies that when QA = QR and BA = BR, by
using the MRR method, we can obtain better quality
of watermarked image, i.e., we can expect the improve-
ment of watermarked image quality of about 5.5 [dB],
in comparison with the MRA method.
On the other hand, in order to obtain the same rate of

watermark detection in both the methods, i.e., "A = "R,
we need to set QA and QR as

QA=QR = kEAk=kERk = 0:6412 (20)

Thus, when BA = BR, we have, from Eq. (19),
NA=NR = 1:444. This implies that the MRR method
also presents better quality of watermarked image than
the MRA method under the condition that "A = "R,
that is, by using the MRR method, the improvement of
watermarked image quality of about 1.6 [dB] is expected
in comparison with the MRA method.
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Numerical experiments are performed to show the va-
lidity of the above theoretical results, where the test
image is \Lena" (256Ç 256 pixels, 8 bits/pixel) and the
number of watermarks is 256 bits (BA = BR=256). We
årst investigate the watermarked image quality. Fig-
ure 1 illustrates the relationship between the water-
marked image quality (PSNR) and the embedded inten-
sity. It is noticed that the MRR method presents the
improvement of 5.1 ò 5.6 [dB] in comparison with the
MRA method. Next we evaluate the robustness against
JPEG compression with standard quality. The result
is shown in Fig. 2, from which we can see that both
the methods are robust if QA ï 6 and QR ï 10. As
the watermarked image quality (PSNR) is 47.8 [dB] for
QA = 6 and 49.2 [dB] for QR = 10, the improvement of
1.4 [dB] is obtained by the MRR method in comparison
with the MRA method. From the above experimental
results, the theoretical results are veriåed.

Figure 1 : Quality of watermarked image (Q versus
PSNR).

Figure 2 : Robustness against JPEG compression
with standard quality (Q versus BER).

7 Answer to the `best wavelet ålter bank' prob-
lem { How to evaluate wavelet ålter banks {

As a solution to the `best wavelet ålter bank' problem,
we present how to evaluate wavelet ålter banks for the
wavelet-based watermarking based on the results de-
scribed in Sects. 4 and 5. Here, because of the limitation
of space, the evaluation method is explained using ålter
banks with the Daubechies wavelet having 2p taps, ab-
breviated as db(p), (1 î p î 10)[5]. Let Bï, Qï, Nï,

and "ï of N -octave wavelet ålter bank with db(p) be
denoted by, respectively, Bï(p;N), Qï(p;N), Nï(p;N),
and "ï(p;N), where ïrepresents A or R, and let us take
the ålter of N = 4 and db(1), corresponding to the Haar
wavelet, as a standard ålter bank. The performance of
the ålter banks to the standard, rï(p;N), is measured by
the watermarked image quality when setting the amount
of watermarks as Bï(p;N) = Bï(1; 4) and the embed-
ded intensity Qï(p;N) and Qï(1; 4) as the same rate of
watermark detection "ï(p;N) = "ï(1; 4), i.e.,

rï(p;N) =
Nï(p;N)

Nï(1; 4)

åååå
Bï(p;N)=Bï(1;4);"ï(p;N)="ï(1;4)

=
kGï(p;N)k2
kGï(1; 4)k2 Å

kEï(p;N)k2
kEï(1; 4)k2 ; (21)

Gï(p;N) and Eï(p;N) (ï=A or R) being Gï and
Eï of N -octave ålter bank with db(p), respectively,
kGA(1; 4)k = kGR(1; 4)k, and kEA(1; 4)k = kER(1; 4)k.
When rï(p;N) is computed for p = 1; 2;ÅÅÅ; 10 and N =
2; 3; 4, we ånd that rR(6; 4) = 0:3024, rR(2; 4) = 0:3840,
rR(8; 4) = 0:5824, ÅÅÅ, and hence the MRR method us-
ing the 4-octave wavelet ålter bank with db(6) provides
the best performance among the ålter banks examined
in this section.

8 Concluding Remarks

In this paper, a problem concerning the best wavelet ål-
ter bank for the correlation-based watermarking method
in the DWT domain has been discussed and the method
of evaluating wavelet ålter banks has been presented on
the basis of the theoretical analysis of the quality of wa-
termarked image and the robustness of watermark. The
evaluation method can also be applied to ålter banks
with another type of wavelet such as Symlets, Coiçets,
and Spline wavelet[5]. The author is convinced that the
approach used in this paper is eãective when we study
and realize the wavelet-based watermarking system. We
would like to discuss several related problems in forth-
coming papers.
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