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ABSTRACT
A new approach to real-time digital secure speech commu-
nication is proposed based on the inversion theory of nonlin-
ear discrete-time dynamical systems. The proposed approach
uses an observable minimal-phase nonlinear discrete-time
dynamical system, particularly with chaotic zero-dynamics,
as the drive system to generate encrypted message signals for
transmission. The receiver is the minimal left-inverse sys-
tem of the drive system with the capability of synchroniza-
tion. The receiver decrypts the received signal, recovers the
original message in real-time. The effectiveness of the pro-
posed approach and design is demonstrated via several ex-
amples for secure speech signals transmission. Performance
evaluation of the designed secure communication system is
discussed. Both analysis and simulation show that the new
scheme is secure, simple, accurate and robust.

1. INTRODUCTION

Since the late 1980s [1, 2] the possibility for self-
synchronization of chaotic oscillations has initiated an
avalanche of results on possible application of chaos to cryp-
tography [3, 4, 5]. It is now known that due to some in-
trinsic difficulties of synchronization-based communication
schemes, such as channel noise effect, transient information
loss, time-delay effect, and the lack of a solid foundation
of cryptanalysis, the impact of this approach on the conven-
tional cryptography research has been quite limited. Never-
theless, this approach still has some promising features and
potential for further studies, particularly if some new design
schemes can be developed to address the aforementioned
issues[6, 3].

Regarding nonlinear systems theory, on the other hand,
system inversion is one of the fundamental concepts, which
has a broad spectrum of applications. Here, roughly speak-
ing, a (left) inverse system problem is as follows: given the
output of a (probably unknown) system, determine the in-
put that produces this output through the system, in which
the underlying system is in some sense “reversed.” Based on
this concept, in secure communications an encrypted signal
can be considered as the output of a system, generated by
an input message signal, and the objective is to recover the
message signal from the received (encrypted) signal.

The inverse systems scheme was first proposed in [7, 8]
for chaotic communications, where the encoder is a non-
autonomous chaotic system. Very recently another approach,
which can be classified as inverse system scheme, was pro-
posed by [9]. [9] uses autonomous chaotic system to encrypt

the message signal. For [8, 9] the drive system has to sat-
isfy certain special conditions and an observer-based receiver
is designed to asymptotically recover the original message.
Therefore, only very special invertible input-output system
and chaotic model can be used as drive system. Therefore,
the method suggested in [8, 9], although elegant ideally, is
quite restrictive practically.

In this paper, the newly proposed approach combines
some existing theories and methods from chaotic dynamics,
minimal inversion of nonlinear dynamical systems, and cryp-
tography into a platform of digital secure communication.
The objective is to achieve a practical real-time chaos-based
secure communication system design that preserves the mer-
its of both digital encryption and chaotic communication,
while bypassing the aforementioned limitations of most ex-
isting synchronization-based transmission schemes.

2. MINIMAL-ORDER LEFT-INVERSION OF
NONLINEAR SYSTEM

We consider the following discrete-time nonlinear multi-
input multi-output system in the state space form:

x[k +1] = f (x[k],u[k])

y[k] = h(x[k],u[k])
(1)

where x[k] ∈ Rn, u[k] ∈ Rm, y[k] ∈ Rp are the state, input,
and output vectors, respectively.

The following dynamical system is a left-inverse system
of system (1):

z[k +1] = ψ(z[k],y[k],y[k +1], · · · ,y[k + r])

w[k] = η (z[k],y[k],y[k +1], · · · ,y[k + r])
(2)

where z[k] ∈ Rq and r is a positive integer, if the output w[k]
of system (2) is equal to the input of system (1), provided that
{y[k],y[k + 1], · · · ,y[k + r]} for some r ≥ 0 and for all k ≥ 0,
are taken as the input vectors of system (2) for some initial
state z[0].

The largest observable and uncontrollable subsystem is
called as the zero dynamics of an SISO nonlinear system in
this paper. A (linear or nonlinear) system is called minimal-
phase dynamical system if its zero-dynamics is Lyapunov
stable.

Compared with linear systems, the zero dynamics of a
nonlinear system may have a much more complicated struc-
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ture. In fact, the zero dynamics of an observable SISO linear
system only consists of signal dynamics.

For an observable SISO nonlinear system, however, the
zero dynamics could consist of several independent dynam-
ics (see Figure 1).

  ZD1 ZDM

m[k] y[k]
Nonlinear Drive System

Figure 1: The dynamical structure of a nonlinear system with
several zero dynamics.

As we will use the zero dynamics to generate the chaotic
encrypted signals, which is bounded, of original information
signals for transmission in public communication channels, it
is asked that all zero-dynamics are Lyapunov stable. I.e. we
always adopt the observable, minimal-phase, left-invertible
dynamical systems for our purpose.

The following theorem, which is a direct consequence of
the results in [10], will be useful in the next section.

Theorem 2.1 When system (1) is single input system, then it
is left-invertible if and only if the relative degree of y is less
then n.

3. DESIGNED SCHEME OF
SCRAMBLER/DESCRAMBLER

There are some chaotic communication schemes proposed in
order to encrypt message signals: Chaotic Masking, Chaotic
Shift Keying, Chaotic Modulation/Inverse System [3, 5, 11].
Our approach may belong to the category of Chaotic Modu-
lation/Inverse System, but not exactly.

In chaotic masking the chaotic signal xc[k] is added to the
message signal m[k], forming the transmitted signal y[k], as

y(k) = xc(k)+m(k)

for k ≥ 0.
Another type encoder uses the modulation by multiplica-

tion. The resultant modulated sequence is, for k ≥ 0,

y[k] = xc[k] ·m[k]

When the chaotic signal xc[k] is not strong enough, our
simulations show that the two types of encrypted signals
have strong cross-correlation between encrypted signal y[k]
and message signal m[k]. The waveform of encrypted signal
y[k] contains obviously residual information of message sig-
nal m[k]. Our simulation results also show that the encrypted
signal is insensitive to the initial condition of chaotic dynam-
ics for the scheme of modulation by multiplication chaotic
signal. On the other hand, if the chaotic signal xc[k] is too
strong, the robustness against transmission disturbance is re-
duced dramatically.

In this section, to prepare for the chaos-based secure
communication system design, we consider

xc[k +1] = f̃ (xc[k]) (3)

which consists of one or several chosen chaotic dynamical
systems. The general form of a drive system is constructed
as

xc[k +1] = f̃ (xc[k])+ g̃(x[k],u[k])
x[k +1] = f̂ (xc[k],x[k],u[k])
y[k +1] = h(xc[k],x[k])

(4)

In the proposed design, the following assumption is
made.

Assumption 1 The drive system (4) is always designed to
be an observable and left-invertible nonlinear system.

Firstly, we design several chaotic systems. The following
are two models used in our design.

xc1 [k +1] = −3xc1[k]+4xc
3
1[k] (5)

and

xc21 [k +1] = 1+0.3xc22[k]−1.4xc
2
21[k]

xc22[k +1] = xc21[k]
(6)

The system (5) is called Cubic Map and the system (6) is
a Henon Map.

The chaotic behaviors of systems (5) and (6) appear when
initial conditions xc1[0] and xc21[0],xc22[0] belong to some
subsets of their state spaces, respectively.

It is well-known that the system dynamics are very sen-
sitive to the initial states. Furthermore, it is worth not-
ing that because of their random property, chaotic signals
have impulse-like auto-correlation functions and wide-band
power (white-noise-like) spectrum. Also, cross-correlation
function of two chaotic signals has a very small value. It
is also shown that the two signals generated by two chaotic
systems (5) and (6) appear independent stochastic process
property. The cross-correlation function of the two signals
has very low value, too.

The systems (5) and (6) may be embedded into the drive
system in the following way:

xc1 [k +1] = −3xc1[k]+4xc
3
1[k]

xc21 [k +1] = 1+0.3xc22[k]−1.4xc
2
21[k]

xc22[k +1] = xc21[k]
x [k +1] = 1

2 (1− x[k])xc1[k]+
1
2 xc21[k]u [k]

y[k] = x1[k]

(7)

To verify the observability of drive system (7), one calcu-
lates the output signal of the drive system (7) under message
signal input u[k] using symbolic algorithm.

The encrypted signal by drive system (7) is of very high
security. Fig.2 is the time-domain waveform of a speech sig-
nal with sampling rate 22050Hz and its spectrum. Fig.3 is
the time domain waveform of the scrambled speech signal
by the drive system (7) and its spectrum, where initial values
xc1[0] = 0.1,xc21[0] = 0.1,xc22[0] = 0.1, and x[0] = 0.205.

The simulation results clearly show that the encrypted
signal {y[k];k ≥ 0} generated by the drive system (7) has
much better secure performance. By comparing the two
spectrum of the encrypted signal and original message over
the frequency between 0KHz-2KHz, where the main power
of speech spectrum is located, in Fig.4. There is hardly to
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Figure 2: Waveform of original speech signal and its spectra.

find any residual information of original signal in the spec-
trum of the encrypted signal {y[k];k ≥ 0}.

It is easy to check that system (7) is left-invertible be-
cause degy = 1. One can also obtain a minimal left-
inverse of system (7) by letting z1[k] = xc1[k] and z21[k] =
xc21[k], z22[k] = xc22[k]. As

y[0] = x[0],
y[k +1] = x[k +1] = 1

2 (1− x[k])xc1[k]+
1
2 xc21[k]u [k]

one has

u[k] =
2y[k +1]− z1[k](1− y[k])

z21[k]

Thus, the minimal left-inverse of the drive system (7) is con-
structed as

z1 [k +1] = −3z1[k]+4z3
1[k]

z21 [k +1] = 1+0.3z22[k]+1.4z2
21[k]

z22[k +1] = z21[k]

w[k] = 2y[k+1]−z1[k](1−y[k])
z21[k]

(8)

To get rid of singularity let

w[k] =




2y[k+1]−z1[k](1−y[k])
z21[k] ; i f z21[k] > 0.1

w[k−1]; i f z21[k] ≤ 0.1
(9)

We can modify the drive model a little bit to avoid such
singularity in inverse system. As z21[k] is white-noise like
random variable, that z21[k] ≤ 0.1 is a very rare event. Our
simulation shows that the speech message can perfectly re-
stored and (9) is applicable practically. Fig.5 shows some
simulation results, where (a) is a piece of the original speech
signal; (b) is the encrypted signal, which is the output of
the drive system (7); (c) is the encrypted signal (solid line)
compared with the original signal (dash line) in a small time
scales; (d) shows that the inverse system (8) can recover the
original speech signal after decryption.

The drive system consists of two autonomous chaotic
dynamics, the encrypted signal is very sensitive to the ini-
tial states of the chaotic systems if the initial states belong

to some area. Besides, if the initial states are in this area,
then the encrypted signal becomes very sensitive to the ini-
tial states.
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Figure 3: The waveform of the encrypted signal of original
message by nonlinear filter (7) and the spectrum of the en-
crypted signal.

0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2
0

100

200

300

400

500

600

700

S
pe

ct
ru

m
 o

f u
[k

]

KHz

0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2
0

50

100

150

200

250

300

350

S
pe

ct
ru

m
 o

f x
[k

]

KHz

Figure 4: The spectrum of original message and encrypted
signal over frequency between 0KHz-2KHz

We can use some values of the initial states of the two
chaotic systems as the PIN. The key space, denoted by K ,
is defined by the total number of the real-valued vectors(

xc1[0]
xc21[0]
xc22[0]

)
∈ K , which are sensitive to encrypted signals.

In other words, when

(
xc1[0]
xc21[0]
xc22[0]

)
∈ K , the encrypted sig-

nals become very sensitive to the initial states of the two

chaotic systems. If the receiver gets a correct key

(
z1[0]
z21[0]
z22[0]

)

such that z1[0] = xc1[0], z2[0] =
(

z21[0]
z22[0]

)
=

(
xc21[0]
xc22[0]

)
,

then the receiver can gets the information message per-
fectly. When the receiver system use a wrong key, even
if it is ”very small mistake”, then the receiver can not get
the message information correctly. For drive system (7), let
xc1[0] = 0.1,xc21[0] = 0.1,xc22[0] = 0.1, and x[0] = 0.205.

If

(
z21[0]
z22[0]

)
=

(
xc21[0]
xc22[0]

)
,z[0] = x[0], but xc1[0] = 0.1 �=
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Figure 5: Simulation results of drive and receiver for a piece
speech signal

z1[0] = 0.1000001, then it can be seen that the original speech
signal cannot be recognized at all.

Our simulations show that the initial state xc1[0] of sys-
tem (5) is the most sensitive parameter, if |z1[0]− xc1[0]| >
10−7, then the receiver can not get the message information

correctly. The initial states

(
xc21[0]
xc22[0]

)
have less sensitive

than xc1[0]. The x[0] is an insensitive parameter for the drive
system (7). Roughly estimate, the key space for the drive
system (7) is greater than 108 if our calculation is accurate to
7 decimal places.

4. SYNCHRONIZATION

Synchronization is very important to chaos based encryption
systems no matter they are analog or digital. There are two
groups of identical digital chaos generators, which are lo-
cated in drive system and receiver separately. The secure
communication system works properly if and only if the two
groups chaotic signals to start at the same time and from the
same initial conditions. The same initial condition is guaran-
teed if the receiver uses a correct key. In our scheme the syn-
chronization can be implemented thanks to the observability
of drive system.

As space limitation we will not study synchronization
problem intensively in this paper. Some technique problems
will be discussed in the following paper.

The proposed technique to synchronize the two chaotic
signals was used by [12] called Impulsive synchronization
method. We assume that the transmitted signal consists of
a sequence of frames. Every frame length of N consists of
two regions. The first region of the frame is used to check
and correct synchronization. The length of the first region is
Nc(� N), the second region with length Nr is used to trans-
mit the encrypted signal.

In our prototype device we take N = 128×8 = 1024 bits,
where Nc = 8× 8 = 64 bits and Nr = 964 bits. Each frame
carries a piece of 128ms speech message. Assume each
frame of input signal of drive system is represented by 128

decimal numbers u[0],u[1], · · ·u[Nc
8 −1],u[Nc

8 ], · · · ,u[127].
As Nc = 64 the first region of the k-th frame can repre-

sent 8 decimal numbers, which are divided into two group,
u[k],u[k + 1],u[k + 2],u[k + 3] and u[k + 4],u[k + 5],u[k +
6],u[k + 7]. The first 8 decimal numbers, represented by
Nc bits codes, are secrete to public, but known to receiver.
For the k-th frame, one can calculate the value of y[k + i]
for 1 ≤ i ≤ 8. On the receiver side one gets data ŷ[ki] for
1 ≤ k ≤ 8 from communication cannel. For the k-th frame
we find τ ≥ 0 such that the number of i satisfying

|ŷ[k + i]− y[k + i+ τ ]| < ε, 0 ≤ i+ τ ≤ 8

is greater than 4. If τ > 0, then synchronization error takes
place. To correct synchronization error let k + i + τ := k + i
the receiver systems is synchronized starting from k + i + τ
in the k-th frame.
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