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ABSTRACT
The proposed colour image watermarking algorithm
exploits the human visual system to optimise the trade
off between the visibility and the robustness of the watermark. A less sensitive colour channel is selected to
be watermarked and central watermarking is used to
give the algorithm an extra robustness to image cropping. The DWT and DCT transforms are combined to
pack the most energy into a few coefficients. The logarithmic sensitivity of the Human eye to luminance is
exploited by assigning pixels into groups with different
luminance ranges and watermarking them with different insertion powers. Test results show that the proposed algorithm has very good performance and is
robust to several common image manipulations.
1.

INTRODUCTION

With the global growth of the Internet and the forthcoming deployment of the 3 G mobile network, digital
multimedia such as images, audio and video can be
easily distributed and shared worldwide. A serious
problem caused by this convenience is that digital
multimedia contents can also be easily duplicated or
altered without the authorization from the owners of
the contents. Copyright violation has become a considerable source of financial loss. It is estimated that
MPAA(Motion Picture Association of America) companies lost approximately 3.8 billion US Dollars
worldwide to physical piracy and 2.3 billion US Dollars to Internet piracy in 2005[1]. And for music industries a total 4.6 billion US Dollars pirates were sold
worldwide in 2004[2]. The digital watermarking is a
technique which has developed as a potential solution
to this violation of copyright protection for digital content.
The digital watermarking of still images is essentially a technique to imperceptibly embed a digital
watermark sequence into the host content and detect it
later to verify ownership. Existing watermarking algorithms can be classified into two categories: spatial
domain and transform domain. In the former case the
watermark is embedded into the host image by directly
altering the pixel values. In the latter case the watermark embedding is performed by altering the coeffi-

cients of the transformed version of the host image.
The two most important properties of a digital watermark are its imperceptibility and robustness. The imperceptibility requirement means that it should not be
possible to see the watermark during normal viewing.
The HVS (Human Visual System) is commonly exploited to achieve this requirement. Similarly robustness requires that the embedded watermark can be
successfully detected following successive image manipulations and even hostile attacks. More general
information on digital watermarking can be found in
[3].
In the proposed algorithm, the watermark bits are
first encoded using 15 repetition code. The original
RGB colour space of the host image is transformed to
YUV for a potential multi-channel watermarking and
the U channel is selected for single channel watermarking as it is less sensitive to the eye. Only the central region of the U channel image is used for further
processing to make it robust against cropping. As the
human eyes possess a logarithmic characteristic of
sensitivity to luminance, watermark bits can be embedded into pixels with different insertion powers depending on their luminance values. Thus after a DWT
transform, pixels in the LL sub-band of the DWT decomposed U channel image are organised into 5
groups each of which covers a specified luminance
range. A DCT is then applied to the 4 groups with the
highest luminance range. The largest DCT coefficients
are identified and mixed together to form the feature
vector into which watermark bits will be embedded.
Finally by following the watermark embedding formula, DCT coefficients in the feature vector from different groups are watermarked with different insertion
powers.
2.

WATERMARK EMBEDDING SCHEME

There are two types of watermark: single-bit watermark and multi-bit watermark. The single-bit watermark is an arbitrary binary sequence which is detected
as either present or not present by the detector. The
multi-bit watermark is a complete binary sequence
which is required to be correctly recovered. In the proposed algorithm a multi-bit watermark W is first encoded with 15 repetition code. The encoded watermark
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is then uniquely randomised by a private key k. The
error correction coding and the watermark randomisation effectively spread the errors which might occur
during image manipulation over all encoded watermark bits.
The colour space of the original colour image is RGB
which is highly correlated between colour channels. In
the proposed algorithm multi-channel watermarking can
be applied i.e. channels can be independently watermarked and therefore RGB colour space is not suitable
for this purpose. S.A.M.Gilani and A.N.Skodras[4] have
shown that YUV colour space is a better choice for watermarking applications compared to other colour transforms including YIQ, HIS and L*a*b*.

To make the watermark robust, its bits should be
bounded to the significant regions of the host image.
Pixels in these regions hold the most energy of the
image. In the frequency domain this energy is held
mainly by low frequency coefficients. The wavelet
decomposition is thus used in the proposed algorithm
to separate the low frequency components from higher
frequency components. The selected central part of the
U channel image Uc is first processed by a 1-level
wavelet transform. The wavelet basis used in this algorithm is the ‘Haar’ wavelet. The Uc image is decomposed into 4 sub-bands which are denoted by HH, HL,
LH and LL respectively with a descending order in
frequency. HH, HL and LH sub-bands contain
relatively

Figure 2. Illustration of Uc ,the central portion of U channel
for watermark embedding

Figure 1. Fraction of light absorbed by each type of cone

YUV colour space has less inter-channel correlation
than RGB. The Y channel represents the luminance
components of the image to which the human eye is
more sensitive than it is to the chrominance components. The U channel and the V channel represent orthogonal colour components. Figure 1 shows the fraction of light absorbed by each type of cone in the human eye. It can be seen that the human eye’s sensitivity to blue light is much lower than to red and green.
Thus for single channel watermarking the U channel is
superior to the Y and V channels due to the higher
tolerance to distortion.
Consider a case in which the watermark bits are uniformly embedded over the whole U channel image. If
1/8 of the length of the side is cropped from the edge
to the centre of the watermarked image in each of the
four directions, 7/16 of the original area will be removed i.e. nearly half of the watermark information
will be lost. This information loss will significantly
affect the correct recovery of the watermark in the
detector. Therefore in the proposed algorithm only the
central part of the U channel image Uc (the remaining
9/16 portion of the original area as shown in Figure 2)
is selected to be watermarked. This gives the algorithm
an extra robustness against geometrical cropping.

Figure 3. The logarithm characteristic of human eye’s sensitivity to luminance

higher frequency components thus they are not suitable
for watermark embedding. The LL sub-band which is
an approximation of Uc holds the most energy and thus
is used for further processing.
At this stage some existing watermarking algorithms embed the watermark bits into the DWT coefficients of the LL sub-band or the LL subband after
more levels of DWT decomposition[5][6][7][8][9][10]
or further transform the LL sub-band by other frequency domain transforms then simply embed the watermark[11].
In the proposed algorithm the Human Visual System
(HVS) is exploited at this point to further enhance the
robustness of the watermark. By doing this, pixels
with different luminance will be watermarked with
different insertion power to obtain an appropriate trade
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off between the watermark’s visibility and the robustness. The sensitivity of the human eyes to changes in
luminance has an approximately logarithm characteristic which in this work is modelled by the function 1/x
as shown in Figure 3. The higher the luminance value
of the pixel, the more tolerant the human eyes are to
the distortion. Hence in the proposed algorithm pixels
in the LL sub-band are organised into 5 groups with
different luminance ranges:
Group0: 0-20
Group1: 21-50
Group2: 51-100
Group3: 101-180
Group4: 181-255
Position1

Position2

Position3

Position4

……

Group1

(x1, y1)1

(x2, y2)1

(x3, y3)1

(x4, y4)1

……

Group2

(x1, y1)2

(x2, y2)2

(x3, y3)2

(x4, y4)2

……

Group3

(x1, y1)3

(x2, y2)3

(x3, y3)3

(x4, y4)3

……

Group4

(x1, y1)4

(x2, y2)4

(x3, y3)4

(x4, y4)4

……

cient come from. In the proposed algorithm the value
of α for group 1 to 4 is set to 0.2, 0.3, 0.5, 0.8 respectively.

3.

WATERMARK DETECTION SCHEME

In the proposed algorithm the original host image is
required for watermark detection. The recovered encoded watermark Wre may be obtained using the inverse embedding formula:

Wre = (1/α)[(Vs - V)/V]
where Wre is the recovered encoded watermark, Vs is
the feature vector of the suspected image, V is the feature vector of the original host image, α is the scaling
factor. To get the feature vector Vs of the suspected image Is, pixels in LL subband of Uc of the original image
I are first grouped into the 4 groups G4 (group 1 to 4)
following the same principle as

Table 1. Illustration of mapping table MT1. (xn,yn)m denotes
the coordinates pair of the nth pixel in group m
Position1

Position2

Position3

……

Group Number

3

1

4

……

Coordinates

(x, y)1

(x, y)2

(x, y)3

……

Table 2. Illustration of mapping table MT2. For example:
The second DCT coefficient in the feature vector V is from
group 1 in the location of (x, y)2

Group 0 has the highest sensitivity to luminance in its
range (see Figure 3) and is therefore not suitable for
watermark embedding, thus only the remaining 4
groups are used. The groups with the highest luminance range, have watermarks embedded with the
highest insertion power. Groups 1 to 4 are DCT transformed respectively. The Discrete Cosine Transform
(DCT) is a transform that packs most of the image
energy into the top left corner of the DCT coefficient
matrix. Its excellent energy compaction property can
be exploited here to further congregate the image energy into a minority of DCT coefficients for watermark embedding. Let the number of the original watermark bits be n. The n×15 largest DCT coefficients
of the 4 groups are selected to form the feature vector.
Watermark bits are embedded into the feature vector
using the following watermark embedding formula:

V' = V * (1+ αW)
where V’ represents the watermarked feature vector, V
represents the original feature vector, W represents the
watermark sequence and α is a scaling factor. The
scaling factor α for a particular DCT coefficient in
feature vector V depends on which group the coeffi-

Figure 4. Statistical determination of the threshold T

in the watermark embedding scheme. A mapping table
MT1 is established containing the group numbers and
the coordinates of the pixels belonging to them. An
illustration of MT1 is shown in Table 1.
By looking up the coordinate pairs in the mapping
table MT1, corresponding pixels in LL sub-band of Uc
in the suspected image Is are placed into the 4 groups
G4s respectively. The 4 groups G4 of the original image are then DCT transformed and the n×15 largest
DCT coefficients are selected out to form the feature
vector V. Another mapping table MT2 is established
here containing the position numbers in the feature vector and their corresponding DCT coefficients’ group
number and location coordinates in their groups. MT2 is
illustrated in Table 2. With this mapping table feature
vector Vs of the suspected image Is is thus obtained by
taking the corresponding DCT coefficients from the
DCT transformed G4s.
Two watermark detection methods are adopted in
the proposed algorithm: a normalised correlation
method for detecting the single-bit watermark or the
presence of the multi-bit watermark and a majority
decoding method for correctly recovering the multibits watermark. The normalised correlation (NC) of
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the original watermark and the recovered watermark is
calculated as follow

NC = (We × Wre)

(We × We)(Wre × Wre)

where NC is the normalised correlation of We and Wre
with a maximum value of 1, We is the encoded original
watermark, Wre is the recovered encoded watermark. If
NC is above a pre-defined threshold T, a watermark is
detected, otherwise no watermark is detected. Figure 4
shows the statistical method of determining the threshold T. The normalised correlations of the original watermark and 1000 random watermarks are plotted in
figure 4. Above them 4 curves are plotted which represent the normalised correlations NCs of the original
watermark and recovered watermarks under different
image manipulations. The jpeg curve in figure 4 represents the NCs of the original watermark and recovered
watermarks for watermarked images with JPEG compression quality from 95 to 15. The blur curve represents the NCs of the original watermark and recovered
watermarks for watermarked images with blur radius
from 0.5 to 2.0. The sharpening curve represents the
NCs of the original watermark and recovered watermarks for

Figure 5. Similarity measure result of a 16-bit watermark
and 1000 randomly generated 16-bit watermarks

Figure 6. Robustness performance to JPEG qualities from 100
to 15

watermarked images with sharpening intensity from 0
to 100. Curve cropping represents the NCs of the original watermark and recovered watermarks for watermarked images with cropped area from 0% to 56.03%.
It can be seen that statistically the threshold T could be
set to a value of 0.7. T could vary depending on the
expected probability of false alarm.
To correctly recover the multi-bits watermark a majority detector is applied to each block of 15 adjacent
bits in the recovered encoded watermark Wre. Each bit
in the decoded watermark Wr is compared in turn to its
corresponding bit in the original watermark W. If they
are not the same, one error is counted. After the comparison is done over all the bits, the number of nonerror bits is divided by the total number of bits in W.
The quotient is the similarity measure result S. Figure 5
shows the similarity measure results S of a 16-bit watermark and 1000 randomly generated 16-bit watermarks. In this case a threshold of 0.75 would be acceptable with a false alarm probability around 3.8%.
4.

TEST RESULTS AND DISCUSSION

The proposed algorithm was tested under several commonly used image manipulations. The test image was
chosen to be a

Figure 7. Robustness performance to cropping with remaining area from 100% to 43.07%

Figure 8. Robustness performance to sharpening with sharpening intensity from 10 to 100
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multi-power insertion are designed for this purpose.
Test results indicate that good robustness performance
has been achieved without losing any visual quality of
the watermarked image.
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