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A Fingerprinting System for Musical Content
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Abstract—Digital multimedia content (especially audio) is Audio BMW | Hash code
becoming a major part of the average computer user expe- Clip Transform T| (Extraction
rience. Large digital audio collections of music, audio and
sound effects are also used by the entertainment, music, movie Q
and animation industries. Therefore, the need for identification N
and management of audio content grows proportionally to the Muttimedia
increasing widespread availability of such media virtually "any Database

time and any whefeover the Internet. In this paper, we propose
a novel framework for musical content fingerprinting using
balanced multiwavelets (BMW). The framework for generating
robust perceptual fingerprint (or hash) values is described. The Bit-Error Rate
generated fingerprints are used for identifying, searching, and PER)
retrieving audio content from large digital music databases. Fur-

thermore, we illustrate, through extensive computer simulation, A 4

the robustness of the proposed framework to efficiently represent { BER < Thresh? 3
musical content and withstand several signal processing attacks
and manipulations.
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. INTRODUCTION (Mot Founa))  (Founa 3

This paper describes the details of a novel framework for
robust perceptual fingerprinting of musical content. Percepthéﬂ' 1
fingerprinting (or hashing), unlike conventional hashing used

in cryptography, represents a unique binary string or code ﬂ%l% expected to have different binary representations in the
uniquely identifies a segment of musical content similar Watabase. Many factors contribute to such differences. For
pers_ona_l fingerprints used to identify human bei_ngs. S?V?r tance, we may be searching for a content that has been
applications can be _fores_t_aen_ for perceptual f'ngerprm_t"?gpresented in the database using either different file format
such as: 1) content identification; 2) broadcast monitoring, compression rates such as in the case of WAV versus MP3
3) connected audio; 4) filte_ring te.‘ch'nology for Peer-10-peeLmats or different audio quality (CD-Quality, FM-Quality,

Proposed framework for robust perceptual fingerprinting.

nals. The results of the statistical model are used to build

audio content, Wh"? the.second sub-system appllies an eﬁidﬁ el robust fingerprint values for identifying manipulated
search scheme to identify the extracted fingerprint value fro dio content. In most of the tested cases, the proposed

an existing multimedia database that represents the stored goRl= v o1k has been evaluated and informed by conducting
tent by their extracted fingerprint values. Therefore, instead&?b;ral performance evaluation tests. New contributions of
using the musical content in the search/identification/retrievmi

qperauqns, we will pase these ope_ra_ltlons on the extra_ctf% ture extraction from audio content, analysis of audio content
fingerprint values Wh_'Ch a]low for efficient database querleﬁsing balanced multiwavelets robust technique for audio

In the prqposed solution, fmger_prmt values are e.xtracted USIB8htent identification using perceptual fingerprinting. Fig. 1

an algorithm that generates bit sequencessDbits length shows a schematic diagram of the underlying principles of the

for every 11.72 ms of audio content. Then, the fingerprin ; -
roposed framework for robust perceptual fingerprinting.
representations df56 different audio sequences are combine% P P P gerp g

to uniquely represent everg sec of audio content. Such I
a representation contains enougtofisisterit information to . _ _
allow for reliable content identification. It is worth noting ' the remaining of this paper, we focus on the design
that with such representations, the search space has adid implementation of a robust perceptual fingerprinting algo-
mension of 2256%32_ Such a space dimension dictates afthm. For notational convenience, we will inherently assume

efficient design for the fingerprint search algorithm to enabifi@t the fingerprinting extraction procedure is secured through

efficient matching of fingerprint blocks in the queried databasile USe of secret keys, and therefore, we will drop the subscript
in the representation of the fingerprint function; it will

Obviously, this is not a trivial task, because fingerprint bloc )
be denoted byH x for an input contentX. We present the
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corresponding design algorithm and some simulation results.
We experimentally show that the proposed algorithm achieves
Egs. 1-2 for an extensive range of attacks.

Pr [D (HK(X),HK(X)) - 0} ~ 1, @)

HexEm woE =< Tom

Pr(D(Hg(X),Hg(Y)) > 0] ~ 1, @)

udiq "‘;‘" | BMW Subband3
Clip ' l Transform )

where Hy (X) and Hy (X) represent the fingerprint repre-
sentations for the inpuk and a similar inputX, respectively.
D(.,.) represents a distance metric such as Hamming distance

[1] .

Multimedia

A. Design Principles Database

Perceptual audio fingerprinting aims at extracting the rele-
vant perceptual features from an audio content. At the same
time, implementation requirements impose that extracting ahid- 2. Overview of audio fingerprinting extraction.
searching fingerprint values should be fast and easy, prefer-
ably with a small granularity to alloveystem scalabilityin
highly demanding applications (e.g. mobile-enabled musk€veral sub-fingerprint strings will produce a global fingerprint
identification). However, many issues should be addresséjue that will sufficiently describe the overall audio clip. Fig.
before proceeding with the design and implementation of sughgives an overview of the fingerprint extraction procedure
systems. The most prominent ones are [1]: proposed for the perceptual audio fingerprinting system.

. Features' selection (semantf vs. non-semantic fea- Each audio .frame is transformed using a one-d|m¢n3|onal

tures). b_alanged multiwavelet t_ra_msform. Then, for_each qudlo f_rame

« Fingerprint representations. (time |n_ter\_/al of 11.8 milliseconds), a su_b-flngerprlnt string

« Fingerprint granularity. of 32 bits is ex_tracted. Fo_r an audio clip &f seconds, we

will have 256 different audio frames. Therefore, the system
] i i _ guarantees a granularity 8fseconds. It is worth noting that
B. Fingerprint Extraction Algorithm in order to avoid signal discontinuities, we propose to use

Most fingerprinting extraction algorithms process audioverlapping frames with an overlap factor f/32 [1]. All
content in a similar way to the techniques in audio codingie audio frames are weighted with a Hanning window having
and processing [2]. In order to reduce the computational loatle same overlap factor 6fl /32. Based on this approach, we
we reduce the sampling rate of the processed audio clip dytain a sub-fingerprint binary for everyl.6 milliseconds.

a factor of8. It is assumed that the input audio is sampleBurthermore, in order to capture the most important perceptual
at a CD-Quality rate, i.e44100H 2. Then, the audio signal is features, we propose to use a multiresolution decomposition
segmented into audio frames. For every frame, a set of featupesed on the balanced multiwavelet transform. Such a de-
is computed as explained below. It should be kept in mind theémposition has the merits to provide an excellent model
the extracted features are chosen to achpereeptual invari- of the human auditory system (HAS). On the other side,
anceto content degradations. Unlike [1] where the contefitame boundaries have a negative effect on the content phase.
features are extracted from Fourier coefficients, we propogewever, because the HAS system is relatively insensitive
the use of subband coefficients of balanced multiwavelets. phase, we propose to use the coefficients’ magnitude
Features derived from Fourier coefficients are also proposeghbresented by the estimation quantization (EQ) scheme [7].
in [1], [3]. In [4], Logan proposes the use of non-semantiEor the extraction of the sub-fingerprint binary strings, we
features based on the Mel Frequency Cepstral Coefficienigide the decomposition subbands isdifferent frequency
(MFFC). Allamanche et al. [5] propose the use of spectrBhnds. In Fig. 3 shows the approach used in the selection of
flatness, sharpness, and coefficients of the linear predictite frequency blocks for the lowpass subband at decomposition
coding (LPC). Mathematically-derived quantities are also us@sel 5. Similar approach is used for the remaining subbands
to represent the content features. These derived quantitieh a varying number of blocks. Unlike the system proposed
such as the means and variances of the features are mapped], the algorithm described here allows for a frequency
into more compact representations using either hidden Mark@gcomposition that is similar to that performed by the HAS
models (HMM) [6] or quantization [1]. We extract from eachsystem which operates on tiBark scale In [1], to obtain a
audio frame an sub-fingerprint string that is not sufficient t@ecomposition similar to the HAS-based one, a logarithmic
identify a complete audio clip. However, the combination a§pectrum division is carried out to obtaia different blocks.

, _ _ _ Details of the extraction algorithm are given below:
We propose to use the class of non-semantic features for their mathematical

tractability and ease of computation. 1) Downsample the input audio content dfsec to obtain
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. In this case, the corresponding distribution is a staircase
1 function [8]. An interesting asymptotic approximation for the
binomial distribution is given by the normal distribution for

] sufficiently large values ofi [8]. For a fixed value ofy (we

i havep = 0.5), and a large value of = 8192, DeMoivre-

i Laplace theorem gives the following approximation [8]:
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Fig. 3. Frequency block selection for lowpass subband at decompositi 2mnp(p — 1)
level 5.

e~ (k=np)*/2np(p=1) (5)

where the mean is given by = np and the standard
deviation is given by = % Using Eqg. 5, for a given
p(p

a sampling rate 05512 Hz. fingerprint stringH,, the probability that a randomly selected

2) Apply the framing division on the downsampled conterfingerprint string H, has less thafl” = an bit errors with
using Hanning window with an overlap factor ®f/32. respect toH; is given by [1], [8]:

3) Compute the forward balanced multiwavelet (BMW)
transform for each audio frame usiigdecomposition 2 1 (1-2a)
levels. Ps,(a / et dx = ~erfc (\/ﬁ> (6)

4) Divide the subbands’ coefficients in3@ different blocks ‘/% 1-2a)v/n 2 V2
as illustrated in Fig. 3 for the case of the finer lowpass \yhere« denotes the BER rate and erfc represents the error
subband. function [8]. Finally, to take into account the larger standard

5) Apply the estimation quantization (EQ) scheme using geviation of the BER distribution, Eq. 6 is modified as follows
neighboring window ob audio samples. 11:

[
6) Compute the log variances of the magnitudes of the
subbands’ coefficients.

7) Compute the mean valugy;,, of all the log variances Piy(a) = lerfc ((1—%4)\/5) (7)
for each audio frame where=1,2,...,256. 2 3V2

8) For each of thes2 subband blocks, apply the following
formula to extract the sub-fingerprint bit: B. System Robustness

In order to assess the robustness of the proposed fingerprint-

(m,n) ing system, we need to address the issue of the performance
H(n,m) = ) measure to be used during the evaluation experiments. It
0 1 opg <k is legitimate to assume a given value for the threshbld

1<n <256 and1<m <32 (3) for the evaluation purposes. In [1], Haitsma et al. assume a
threshold ofT;, = 0.35. To illustrate the robustness of the
proposed algorithm, we will lower the latter threshold further
to T, = 0.25. This new threshold will be considered as the
upper performance bound for the system described herein.

where H(n,m) is the n!* bit in the sub-fingerprint string
representing thent” audio frame.

I1l. PERFORMANCEANALYSIS Throughout the simulation carried out to assess the system ro-
o ) bustness, we use two different audio clips, naméMahchild’
A. Statistical Analysis clip by Neneh Cherry andl’ast Breadth clip by Abu Khater.

Based on the similarity metric, used in the proposed Systep]unng the evaluation experiments, both original audio clips
we declare two audio contents perceptually similar if thwill be subjected to the following signal degradations/attacks:
normalized Hamming distance is below a specific threshold,e MP3 Encoding/Decoding
Ty,. The false positive rateP;,, can be directly determined « Lowpass and Highpass Filtering
from the thresholdl}, [8]. For an adequate choice @f,, we « Noise Addition
assume that the extracted fingerprint strings are independent Silence Reduction and Addition
and identically distributed (i.i.d) random variables. Therefore, « Amplitude Alteration
the number of bit errors will follow a binomial distribution « Echo Attacks
(n,p) [8], where n represents the length of the extracted « Stretching and Pitch Bending
fingerprint strings and represents the probability that the « Dynamic Delay
extracted bit is0’ or '1'. For a random variable wittin, p) « Content Mixing
binomial distribution, the probability is given by [8]: « Denoising and Hiss Reduction
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Fig. 4. System performance in the presence of lowpass filtering attack. Fig. 6. System performance in the presence of MP3 compression attack.
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Fig. 5. System performance in the presence of highpass filtering attack.Fig. 7. System performance in the presence of various audio attacks.

For illustration purposes, we report the results related timgerprint sequences for different musical content.
Manchild clip only. Fig. 4 shows the robustness of the pro-
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