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ABSTRACT
An image authentication scheme is proposed based on a
chaotic system with feedback and palm characteristics. With
a Trusted Third Party (TTP), the integrity of an image can
be detected, meanwhile, the sender of the image can be iden-
tified reliably. During embedding period, an image is first
divided into non-overlapped blocks. An authentication code
is produced based on two adjacent blocks using a chaotic sys-
tem with feedback. To identify the sender of an image and
prevent denying event, biometrics information of the sender
is applied in our scheme. A feature vector of palm is ex-
tracted and converted to a stream of bits. Whereafter, the
authentication codes and the palm feature bits are encrypted
using the public key of TTP. Then the encrypted informa-
tion are transmitted to TTP, who will decrypt the received
message and interleave them in a secret manner. The inter-
leaved message is given back to the sender, and embedded
in the corresponding image blocks. During authentication, a
user detects the image integrity and localizes the tampered
regions. At TTP, the sender is identified because of the re-
liable palm recognition. If the sender denies an image, TTP
can capture his palm image on site, extract a feature vec-
tor, and compare it with the feature hidden in the image to
confirm identity. Experiments reveal the effectiveness of our
scheme.

1. INTRODUCTION

With the development of the Internet and computer science,
information delivery and resources share are more and more
convenient. However, information content is facing menace
of security, such as property, integrity, and usability and so
on.

A number of core techniques are researched to reliably
protect the authenticity and integrity of information contents.
Digital signature is one famous scheme based on the public-
key infrastructure, which encrypts the digest of original mes-
sage using a secret key of a sender, then transmits both the
original message and the encrypted digest to a receiver. The
receiver decrypts the digest with a public key of the sender,
and generates a digest of the received message. Then both
digests are compared to authenticate the integrity of the mes-
sage. However, this scheme changes the size of file, and has
high requirements on keys management. The leak of secret
key will cause great loss, and arise denying behavior. In ad-
dition, localization to the tampered regions is unavailable.

Digital watermarking can resolve the above problems at
a certain extent, which arose in 1990’s to protect the copy-
right, authenticate the integrity, trace the fingerprinting, and
control copy, etc. [1]. Most authentication watermarking sys-
tems combine digital signature to protect the content. The

sender regards the encrypted digest as a watermark, and em-
beds it in the cover invisibly. The receiver firstly extracts
the watermark, then authenticates the integrity of the me-
dia. Whereas, these systems cannot localize the tampered
regions. Moreover, the loss of secret key may induce invert-
ible result, which makes it possible for the sender to deny
sending fact.

To locate the tampered regions, many algorithms are de-
signed based on blocks. Nevertheless, most block-based al-
gorithms are vulnerable to the vector quantization (VQ) at-
tack [2], which uses the block-wise independence to coun-
terfeit a collage image. Recently Celik et al. have proposed
a hierarchical watermarking method using the lowest level
for the capability of localization and a high level for resist-
ing VQ attack [3, 4]. In their algorithm, digital signature was
used to produce the watermark, which affected the block size
and the precision of tamper localization. Some methods used
keys or image block index to identify the image blocks [5].
But if the owner uses the same key for all his images, VQ
attack will affect the authentication result.

In this paper, an image authentication scheme is proposed
based on a chaotic system with feedback and palm character-
istics. A Trusted Third Party (TTP) charges in the mech-
anism of message exchange and management. Biometrics
information is introduced to identify the sender and avoid
denying behavior. The palm feature vector of a sender is
extracted and formed as a stream of bits. The content au-
thentication code and palm feature stream are transmitted to
TTP and interleaved under control of TTP. Then the inter-
leaved signals are given back to the sender and embedded
in the corresponding image blocks. During authentication,
the integrity of image can be authenticated by a user, and the
tampered regions can be marked. At TTP, the sender can be
identified reliably, and denying event can be prevented effec-
tively. Experimental results will demonstrate the merits of
our scheme.

The rest of the paper is organized as follows, section 2
describes the embedding algorithm, authentication process is
given in section 3, experiments are conducted in section 4,
and section 5 draws the conclusions.

2. WATERMARK EMBEDDING

In this section, an authentication watermarking scheme is
described in details, which fuses the biometrics informa-
tion. This scheme establishes some relationship between one
block and its neighboring blocks to produce an authentica-
tion code. Thus different authentication codes are attained
even if blocks replacement occurs. The use of biometrics in-
formation can identify the sender. The embedding process
consists of four steps as follows,
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2.1 Image segmentation
An X ×Y image I is partitioned into non-overlapped blocks
with size p× q. So there are N = (X ×Y )/(p× q) blocks.
And the image I can be expressed as follows,

I = {In(t),1≤ n≤ N,1≤ t ≤ pq} (1)

n indicates the image block position, t represents the
pixel index in an image block.

2.2 Construction of authentication code
A hybrid optical bistable chaotic system is used in this paper,
which has the following form [6].

xn+1 = 4sin2(xn−2.5) (2)

In each block, the authentication code is produced mainly
according to pixels values of one block and its right(/left)
neighboring block. The production process is based on a
chaotic system with feedback, which is sensitive to the initial
value. For an image I, one block In and its neighboring block
In+1 contain 2p×q pixels, denoted as s(k),k = 1,2, · · ·,2pq.
All 2pq pixels are input to a chaotic system with feedback in
turn. In details, an initial value is fed to the chaotic system
to execute G times iterations. G is larger than the length of
authentication code L. The Gth result acts as a feedback of
the chaotic system. Each input pixel and the feedback value
from the chaotic system are combined to calculate the next
initial value c(k,0), which can be expressed as,

c(k,0) = bs(k)/2c+ c(k−1,G) (3)

Here, when the first pixel is input, i.e., k = 1, c(0,G) is set as
0. Function b·c returns an integer that is not larger than the
independent variable. Substitute c(k,0) for xn in Eq.(2), and
perform G iterations. c(k−1,G) is the Gth iterations output
when the (k− 1)th pixel is input. The feedback ensures that
each pixel in s(k) has an equivalent contribution to produce
the authentication code.

A sequence {c(2pq,g),g = 1,2, · · ·,G} is generated after
the last pixel in s(k) is input, from which L elements are se-
lected as the authentication code denoted as Wo = {wo(t), t =
1,2, · · ·,L}. Since components in Wo are float numbers, they
cannot be directly applied in our scheme. Each element in
Wo is converted to a binary value, i.e. Wa = {wa(t), t =
1,2, · · ·,L}. If wo(t) is larger than a threshold T , set wa(t)
as 1, otherwise set wa(t) as 0. Here, T is set to 8/3.

The construction of the authentication code is expressed
in Fig. 1.
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Figure 1: Construction of authentication code

For block n, the corresponding authentication code is de-
noted as Wa,n.

It is difficult to launch VQ attack because of the introduc-
tion of the neighboring block, and the sensitivity of chaotic
model to the initial value.

2.3 Extraction of palm feature

Biometrics are the characteristics closely relative to one per-
son, and have advantages on security, convenience, and re-
liability, etc. Our scheme extracts the Fisher feature vector
of the sender’s palm image [7, 8]. In details, a palm image
is captured first, whose central part is cut and normalized to
64×64. Calculate a 27-dimensions feature vector, in which
feature values are signed real numbers with two numbers af-
ter radix point. Every feature value is converted to a stream of
binary bits occupying 20 bits, where 1 bit presents the sign of
the real number (′1′ means a positive number and ′0′ means
a negative number), 12 bits stand for integer part, and deci-
mal fraction uses 7 bits. Therefore, the palm feature vector
occupies 540 bits, denoted as Wb.

It is noticeable that the 2-dimension Fisher feature ma-
trix should be saved at TTP. For a registered user, the feature
template is also saved at TTP.

2.4 Watermark construction and embedding

The produced authentication code and the palm feature vec-
tor are combined to construct a to-be-embedded watermark
with the aid of a Trusted Third Party, who guarantees the re-
liable authentication. A user concatenates the authentication
code and his own palm feature stream, and encrypts them us-
ing the public key of TTP. The encryption can ensure the se-
curity of the sender’s biometrics information. Consequently,
the encrypted signal is transmitted to TTP. After receiving it,
TTP uses the secret key to decrypt and achieve the authenti-
cation code and the palm feature vector.

Because the length of palm feature bitstream is far less
than the embedding capacity of an image. As well as to
improve the correct identification rate, the palm feature bit-
stream is repeated several times according to the image size
and the length of authentication code. Then the expanded
feature bitstream is permuted and denoted as Wp. Subse-
quently, Wp is partitioned into N short bitstreams for each
image block, that is Wp,n for block n.

To achieve accurate localization, the authentication code
of each block should be embedded in itself. TTP interleaves
the authentication code of image block and the corresponding
short feature bitstream in a secret manner based on a key of
TTP. The interleaved signals are regarded as the watermark
W = {Wn,1≤ n≤ N} and sent back to the user.

The process of watermark construction is shown in Fig. 2.

The user embeds the watermark in the least significant
bit-planes of the current block to get a new block, i.e., em-
beds Wn in block n. This embedding process is completed
according to Eq. (4),

Ĩn(t) = 2bIn(t)/2c+wn(t) (4)

When all blocks are operated, a new image Ĩ containing
the watermark is obtained. The embedding frame is shown
in the top of Fig. 3.
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Figure 3: Framework of watermark embedding and integrity authentication
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3. EXTRACTION AND AUTHENTICATION

As given in the bottom of Fig. 3. The verification of image
integrity is composed of five steps.

Firstly, segment the suspicious image Ī into non-
overlapped blocks with size p×q.

Secondly, in each block Īn, read the least significant bit-
planes to extract the watermark.

Thirdly, send the extracted watermark to TTP, who sepa-

rates the authentication code and the palm feature bitstream
correctly. The palm feature bitstream is then changed to
signed decimal numbers. Subsequently, the authentication
code is transmitted to the user to complete the integrity au-
thentication. The identification of palm feature is carried out
at TTP later.

Fourthly, the user produces a reference signal using the
method of authentication code construction in embedding
process. Then, the extracted authentication code and the pro-
duced reference signal are compared to decide whether the
image block is tampered or not. If all components in the two
signals are same, the block is authentic; otherwise, the block
is considered as a tampered one.

An error image is given to locate the tampered regions. If
the block is decided as a non-tampered one, its corresponding
mark En in the error image is in white; otherwise, it is shown
as suspicious image block. The extraction and authentica-
tion process is exactly blind because both original image and
original watermark are not required.

Finally, TTP completes the task of palm recognition. If
the sender is a registered user in TTP, he can be identified
correctly. Thus, the sender cannot deny his delivering be-
havior. If an un-registered sender denies an image, TTP can
capture his palm image on site, extract a feature vector, and
compare it with the feature extracted from the image to con-
firm identity.

4. EXPERIMENTAL RESULTS

Lake image with size 256×256 is to be protected. Block size
is set as 4× 4 and L is equal to 6. Fig. 4(a) is a palm image
captured in our experiments, while its center part is normal-
ized as 64×64, which contains the most information of one’s
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palm, given in Fig. 4(b). Fisher feature is extracted to form a
27-dimensions feature vector. Because the values in feature
vector are signed real number, 1 bit is used to record the sign.
The integer part of the feature vector is denoted by 12 bits,
and decimal fraction part is represented using 7 bits. The bit-
stream of palm feature is repeated and interleaved with the
authentication code to construct the watermark to be embed-
ded.

(a) Palm image (b) Center of palm image

Figure 4: A palm image captured in our scheme

Fig. 5(a) is the watermarked Lake, whose PSNR is
51.11dB. Fig. 5(b) is an error image without tampering. In
the case of non-tampering, the error image is in white, from
which we cannot find the tampered regions. The sender is
identified at TTP. In our experiments, the palm database con-
tains 3000 palm images of 150 persons. The correct identifi-
cation rate can attain 97.5%.

(a) Watermarked Lake (b) Error image without tampering

Figure 5: Embedding of watermark and authentication result
without tampering

There are two common tamper operations: one is to
change the contents of an image directly; the other is to crop
a part of an image and paste it in the same image or in an-
other image. Both tampering can be detected easily based on
the proposed authentication method. Further more, the detec-
tion precision can reach two blocks, i.e. 4×8 pixels because
the change of a block only affects itself and its neighboring
block. This precision is better than that of Celik’s scheme,
which is at least larger than 64 pixels due to the use of digital
signature.

When the watermarked image is tampered, an error im-
age is used to demonstrate the changes. Fig. 6(a), Fig. 6(c),
Fig. 6(e) and Fig. 6(g) are the tampered versions of Fig. 5(a),
and Fig. 6(b), Fig. 6(d), Fig. 6(f) and Fig. 6(h) are the corre-

sponding error images. In Fig. 6(a), some parts in the image
are tampered by directly changing the content in the back-
ground, the detection result is given in Fig. 6(b). In Fig. 6(c),
the attacker cuts a ship on the lake, and pastes it on the other
place of the lake, the detection result can reveal the tamper-
ing operation, as shown in Fig. 6(d). In Fig. 6(e), the attacker
cuts the image blocks from another watermarked image, and
pastes it on the watermarked Lake. Fig. 6(f) shows the cor-
responding error image. In Fig. 6(g), the attacker cuts a part
of image from an unwatermarked image, and pastes it on the
watermarked Lake. Fig. 6(h) shows the corresponding error
image. It is obvious that the detector can find the changes
difficult to be discovered by human eyes.

(a) Tampered Lake (b) Error image of (a)

(c) Tampered Lake (d) Error image of (c)

(e) Tampered Lake (f) Error image of (e)

(g) Tampered Lake (h) Error image of (g)

Figure 6: Tampered images and the authentication results
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5. CONCLUSIONS

An image authentication scheme is proposed based on a
chaotic system with feedback and palm characteristics. A
mechanism of image authentication and management is con-
structed according to the proposed algorithm, in which a
Trusted Third Party (TTP) makes an important role. The
watermark to be embedded consists of two parts: one is a
produced authentication code that reflects the content of an
image, the other is the palm feature of a sender that prevents
the denying behavior. Both parts are fused under the control
of TTP. The embedding process and the integrity authenti-
cation are completed by the user. Due to the reliable palm
recognition, the sender is identified at TTP. If the sender deny
an image, TTP can capture his palm image on site, extract a
feature vector, and compare it with the feature hidden in the
image to confirm identity.
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