
1

Secure Wireless Communications with Relay

Selection and Wireless Powered Transfer
Nam-Phong Nguyen∗, Yuzhen Huang†, Trung Q. Duong∗, Zoran Hadzi-Velkov§, and Berk Canberk‡

∗
Queen’s University Belfast, UK (e-mail: {pnguyen04,trung.q.duong}@qub.ac.uk)

†PLA University of Science and Technology, China (e-mail: yzh huang@sina.com)
‡Ss. Cyril and Methodius University, Macedonia (e-mail: zoranhv@feit.ukim.edu.mk)

‡Istanbul Technical University, Turkey (e-mail: canberk@itu.edu.tr)

Abstract—In this paper, we investigate the secrecy performance
of an energy harvesting relay network, where a legitimate source
communicates with a legitimate destination via the assistance of
multiple trusted relays. In the considered system, the source and
relays deploy the time-switching based radio frequency energy
harvesting technique to harvest energy from a multi-antenna
beacon. Different antenna selection and relay selection schemes
are applied to enhance the security of the system. Specifically, two
relay selection schemes based on the partial and full knowledge of
channel state information are proposed. The exact closed-form
expressions of the systems secrecy outage probability in these
schemes are derived. A Monte-Carlo based simulation validates
our analysis results.

I. INTRODUCTION

Relay networks have been well-known for enhancing the

coverage of wireless systems. In addition, various relay se-

lection protocols and relaying schemes, such as amplify-

and-forward (AF) and decode-and-forward (DF), were in-

troduced to relay networks and proved to bring significant

improvements [1]. However, in some cases (i.e wireless sensor

networks (WSNs)), the source and relay nodes are energy-

constrained, which limits the network performance. Prolonging

the life time of these networks has many difficulties since

replacing or recharging nodes’ batteries is either inconvenient

(e.g widely distributed) or undesirable (e.g inside human

body) [2]. To overcome such a challenge, radio frequency

(RF) energy harvesting (EH) has been proposed to relay

network and has attracted a great deal of attention recently

[3]–[5]. To enable EH, a wireless node is equipped with

rectifying circuits that can transform RF signal from source

nodes into DC current. This DC current is then used for

the signal processing and transmission of the wireless node.

In [6] and [7], the authors investigated a EH system that

the destination simultaneously receives information signal and

harvests RF energy from the source. Inspired by these works,

in [8]–[10], the authors studied the performance of wireless

communication systems that are applied EH technique. These

studies have laid a solid foundation for understanding the role

of EH in the relay networks.

Although the EH relay networks have significant advan-

tages, transmitting energy and information simultaneously

makes the data transmissions vulnerable to security attacks.

The upper layer cryptographic techniques are typically de-

ployed to secure the confidential messages against wiretapping

in the conventional wireless communications. However, these

high layer security schemes are more expensive and uncertain.

To support the existing cryptographic protocols, physical layer

security (PLS), which exploits the characteristics of wireless

channels to improve the security of wireless transmission [11],

has been proposed as a promising solution [12]–[19]. Recently,

there have been studies on PLS for EH networks. In [20],

the authors considered the simultaneously wireless information

and power transferring network with eavesdroppers and two

types of receivers: desired receivers and idle receivers, in

which the latter are treated as potential eavesdroppers. In

[21], the authors proposed a cooperative jamming scheme,

where a multi-antenna jammer harvests energy from the source

and uses this energy to transmit jamming signals. In [19],

the security performance of EH single-relay networks has

been considered. Nevertheless, the secrecy performance of EH

multiple-relay networks has not been well investigated.

In this paper, we investigate the security performance of

an EH relay network, in which the source and relays are

powered by RF energy from a multi-antenna beacon. The time-

switching (TS) based EH technique is applied at the source

and relays thanks to its high throughput [7]. In addition, DF

protocol is used at the relays with the assumption that the

source and relays use different code books to improve the

secrecy performance [22]. The eavesdropper in the consid-

ered system performs a passive eavesdropping scenario and

listens to both the source and relays. Two relay selection

schemes, namely partial relay selection (PRS) and optimal

relay selection (ORS), are proposed. In these two scenarios,

the beacon applies antenna selection technique to maximize

the EH channel of either the source (MEHS) or the relays

(MEHR).

II. SYSTEM AND CHANNEL MODELS

We consider a network consisting of a beacon B, a source

S, K DF relays Rk, k = {1, ...,K}, a destination D and an

eavesdropper E as shown in Fig. 1. The beacon B is equipped

with N antennas while S, Rk, E, and D are equipped with

single antenna. We assume that all the channels are Rayleigh

distributed. Therefore, the channel power gains are exponential

distributed with parameter λXY , where X ∈ {B, S,R} and

Y ∈ {S,R,E,D}. The additive white Gaussian noise (AWGN)

at R and D have zero mean and variance N0.

A. Energy Harvesting Scheme

In the considered system, S and Rk harvest energy from B,

and then use this energy to transmit signal. We assume that B
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Fig. 2: Time switching based protocol.

can only be temporarily deployed to power S and Rk because

of its duty of transmitting information to other nodes. The TS

based technique is applied at S and R as described in Fig. 2.

Therefore, the energy harvested at S and Rk respectively are

[7]

ES = ηPBαT |hBnS|2, (1)

ER = ηPBαT |hBnRk
|2, (2)

where 0 < η < 1 is the efficiency coefficient of the energy

conversion process, PB is the transmit power of B, T is the

transmission block time in which a block of information is

sent from S to D, |hBnS|2 and |hBnRk
|2 are channel power

gain of the links from the nth antenna at B → S and Rk,

respectively, 0 ≤ α ≤ 1, which depends on the schedule of B,

is the fraction of the block time in which S and Rk harvest

energy from B. Optimizing α is out of the scope of this paper.

Under the assumption that the processing energy at S and Rk

is negligible, the transmit power of S and Rk are respectively

given by [7]

PS =
2ηPB|hBnS|2α

(1− α)
, (3)

PR =
2ηPB|hBnRk

|2α
(1− α)

. (4)

In order to reduce the complexity of signal processing, the

beacon in the considered network applies antenna selection

technique to facilitate S and R in harvesting energy.

1) Maximize the Source’s Energy Harvesting Link (MEHS):

The chosen antenna can be selected to strengthen the B → S

link as follows:

s = arg max
n=1,...,N

(|hBnS|2), (5)

2) Maximize the Relay’s Energy Harvesting Link (MEHR):

For maximizing the B → Rk∗ link, the chosen antenna can be

selected as

r = arg max
n=1,...,N

(|hBnRk∗
|2), (6)

where the subscript k∗ indicates the selected relay after the

relay selection process.

B. Security Scenarios

In the considered network, E can listen to both S → Rk and

Rk → D links. We assume that there is no direct link from

B → E. Therefore, E is not disturbed by the EH phase of S

and Rk. Attempting to enhance security performance, S and

Rk use different code books. Therefore, the secrecy capacity

of the considered system is written as [22]

Cs = min(C1s, C2s), (7)

where C1s and C2s are the secrecy capacity of the first hop and

the second hop, respectively. The secrecy capacity of the first

hop and the second hop are respectively expressed as follows:

C1s =
1− α

2
log2

1 + γ1M

1 + γ1E
= ǫ log2

1 + γ1M

1 + γ1E
, (8)

C2s =
1− α

2
log2

1 + γ2M

1 + γ2E
= ǫ log2

1 + γ2M

1 + γ2E
, (9)

where the fraction 1−α
2 indicates that the transmission duration

for the first hop and the second hop are
(1−α)T

2 of the total

block time T , γ1M is the signal to noise ratio (SNR) at Rk∗ ,

γ2M is the SNR at D, γ1E and γ2E are the SNRs of the first

and the second hop at E, respectively, ǫ = 1−α
2 . γ1M is given

by

γ1M =
PS|hSRk∗

|2
N0

=
2ηαPB|hBn∗S|2|hSRk∗

|2
N0(1− α)

= ξγM|hBn∗S|2|hSRk∗
|2, (10)

where γM = PB

N0

, ξ = 2ηα
(1−α) , and |hSRk∗

|2 are the channel

power gains of S → Rk∗ links. Similarly, γ2M, γ1E, and γ2E
are respectively shown as

γ2M = γMξ|hBn∗Rk∗
|2|hRk∗D|2, (11)

γ1E = γEξ|hBn∗S|2|hSE|2, (12)

γ2E = γEξ|hBn∗Rk
|2|hRk∗E|2, (13)

where |hRk∗D|2, |hSE|2, and |hRk∗E|2 are the channel power

gains of Rk∗ → D, S → E, and Rk∗ → E links, respectively,

γE = PB

NE
and NE is the variance of AWGN at E.
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1) Partial Relay Selection (PRS): In some networks such as

WSNs, relay selection can not utilized based on the channel

state of all links in the network due to energy constraints.

Therefore, the PRS scheme chooses the helping relay based

on the channel state information (CSI) of the S → R links.

The aiding relay Rk∗ is selected as

k∗ = arg max
k=1,...,K

(|hSRk
|2). (14)

The SNR at Rk∗ is expressed as

γ1M = γMξ|hBn∗S|2 max
k=1,...,K

(|hSRk
|2), (15)

where n∗ ∈ {s, r}. From (15), (5), and (6), the secrecy ca-

pacity of the PRS scheme with two different antenna selection

strategies at B are written as

CMEHS

PRS = ǫ log2 min

(

1 + γMξ|hBsS|2|hSRk∗
|2

1 + γEξ|hBsS|2|hSE|2
,

1 + γMξ|hBsRk∗
|2|hRk∗D|2

1 + γEξ|hBsRk∗
|2|hRk∗E|2

)

, (16)

CMEHR

PRS = ǫ log2 min

(

1 + γMξ|hBrS|2|hSRk∗
|2

1 + γEξ|hBrS|2|hSE|2
,

1 + γMξ|hBrRk∗
|2|hRk∗D|2

1 + γEξ|hBrRk∗
|2|hRk∗E|2

)

. (17)

2) Optimal Relay Selection (ORS): In the ORS scheme,

S has full knowledge of CSI to choose the aiding relay for

maximizing the secrecy capacity of the system. The aiding

relay Rk∗ is chosen as

k∗ = arg max
k=1,...,K

[

min

(

1 + γMξ|hBn∗S|2|hSRk
|2

1 + γEξ|hBn∗S|2|hSE|2
,

1 + γMξ|hBn∗Rk
|2|hRkD|2

1 + γEξ|hBn∗Rk
|2|hRkE|2

)]

. (18)

From (18) and (5), the secrecy capacity of the ORS scheme

with MEHS is written as

CMEHS

ORS = ǫ log2 max
k=1,...,K

[

min

(

1 + γMξ|hBsS|2|hSRk
|2

1 + γEξ|hBsS|2|hSE|2
,

1 + γMξ|hBsRk
|2|hRkD|2

1 + γEξ|hBsRk
|2|hRkE|2

)]

. (19)

From (18) and (6), the secrecy capacity of the ORS scheme

with MEHR is given as

CMEHR

ORS = ǫ log2 max
k=1,...,K

[

min

(

1 + γMξ|hBrS|2|hSRk
|2

1 + γEξ|hBrS|2|hSE|2
,

1 + γMξ|hBrRk
|2|hRkD|2

1 + γEξ|hBrRk
|2|hRkE|2

)]

. (20)

III. SECRECY OUTAGE PROBABILITY

In this section, the exact close-form expressions of the

considered system’s SOP are derived.

A. Partial Relay Selection

1) Maximizing Energy Harvesting Channel for The Source:

From (16), we have

P
{

CMEHS

PRS < Rth

}

= P

{

min

(

1 + γMξ|hBsS|2|hSRk∗
|2

1 + γEξ|hBsS|2|hSE|2
,

1 + γMξ|hBsRk∗
|2|hRk∗D|2

1 + γEξ|hBsRk∗
|2|hRk∗E|2

)

< 2
Rth

ǫ

}

= P
{

γMEHS

PRS < β
}

= FγMEHS

PRS

(β) , (21)

where β = 2
Rth

ǫ .

From (21) we have the following lemma.

Lemma 1: The CDF of γMEHS

PRS
is formulated as follows:

FγMEHS

PRS

(β)

= 1−
K
∑

k=1

N
∑

n=1

(

K

k

)(

N

n

)

(−1)k+n

× 4γM(β − 1)λSEλRE

√
nλBSλBR kλSRλRD

ξ(kγEλSRβ + γMλSE)(γEλRDβ + γMλRE)

×K1

(

2

√

λRDλBR(β − 1)

γMξ

)

K1

(

2

√

kλSR nλBS(β − 1)

γMξ

)

,

(22)

where K1(·) is the modified Bessel function of the second

kind.

Proof: The proof is given in Appendix A.

2) Maximizing Energy Harvesting Channel for The Selected

Relay: From (17), the CDF of γMEHR

PRS
can be derived as

FγMEHR

PRS

(β)

= 1−
K
∑

k=1

N
∑

n=1

(

K

k

)(

N

n

)

(−1)k+n

× 4γM(β − 1)λSEλRE

√
λBS nλBR kλSRλRD

ξ(kγEλSRβ + γMλSE)(γEλRDβ + γMλRE)

×K1

(

2

√

nλRDλBR(β − 1)

γMξ

)

K1

(

2

√

kλSRλBS(β − 1)

γMξ

)

.

(23)

B. Optimal Relay Selection

1) Maximizing Energy Harvesting Channel for The Source:

From (19), we have

P
{

CMEHS

ORS < Rth

}

= P

{

max
k=1,...,K

[

min

(

1 + γMξ|hBsS|2|hSRk
|2

1 + γEξ|hBsS|2|hSE|2
,

1 + γMξ|hBn∗Rk
|2|hRkD|2

1 + γEξ|hBn∗Rk
|2|hRkE|2

)]

< 2
Rth

ǫ

}

= P
{

γMEHS

ORS < β
}

= FγMEHS

ORS

(β) . (24)

From (24) we have the following lemma.
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Lemma 2: The CDF of γMEHS

ORS
is derived as follows:

FγMEHS

ORS

(β)

= 1−
K
∑

k=1

N
∑

n=1

(

K

k

)(

N

n

)

(−1)k+n

(

2

√

γM(β − 1)

ξ

)k+1

×
[

λRE

√
λBRλRD

γMλRE + γEλRDβ
K1

(

2

√

λRDλBR(β − 1)

γMξ

)]k

× λSE

√
nλBS kλSR

kγEλSRβ + γMλSE

K1

(

2

√

kλSR nλBS(β − 1)

γMξ

)

. (25)

Proof: The proof is given in Appendix B.

2) Maximizing Energy Harvesting Channel for The Selected

Relay: From (20), similar to γMEHS

ORS
, we have the lemma.

Lemma 3: The CDF of γMEHR

ORS
can be derived as

FγMEHR

ORS

(β)

= 1−
K
∑

k=1

(

K

k

)

(−1)k+1 γMλSE

kγEλSRβ + γMλSE

×
[

N
∑

n=1

(

N

n

)

(−1)n+1 4(β − 1)λRE

√
nλBSλBRλSRλRD

ξ(γMλRE + βγEλRD)

×K1

(

2

√

nλRDλBR(β − 1)

γMξ

)

K1

(

2

√

λSRλBS(β − 1)

γMξ

)]k

.

(26)

Proof: The proof is given in Appendix C.

IV. NUMERICAL RESULTS

In this section, the simulation results based on Monte Carlo

method are provided to verify the accuracy of the above

performance analysis. In the two-dimensional topology, the

co-ordinates of B, S, R, D, and E are (0, 0), (1, 1), (2, 0),
(3, 0), and (1,−4), respectively. The distance between the

nodes is calculated as dAB =
√

(xA − xB)2 + (yA − yB)2,

where A and B have the co-ordinates (xA, yA) and (xB , yB),
respectively. To take path-loss into account, we assume

λX = d
pl
X , where pl is the path-loss exponent and λX =

{λBS, λBR, λSR, λSE, λRE, λRE, λRD}. In this simulation, pl =
3, Rth = 0.2 bits/s/Hz, η = 0.7, and α = 0.5.

Fig. 3 shows the SOP of the considered system in all

the schemes. In general, the ORS scheme has better secrecy

performance than the PRS scheme in both antenna selection

strategies at the beacon. In this figure, the values of K and N

are varied to examine the effect of the number of relays and

the number of antennas at B on the secrecy performance of the

considered system. As increasing K and N , the performance

of the ORS scheme significantly improves while the SOP in

the MEHR+PRS schemes slightly decreases. Meanwhile, the

SOP in the MEHS+PRS scheme only reduces in the low SNR

regime.

V. CONCLUSIONS

In this paper, the secrecy performance of the energy harvest-

ing system with multiple relays and multiple antennas beacon
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Fig. 3: SOP of the considered system vs γM in all schemes.

has been investigated. In particular, the time-switching based

energy harvesting technique was applied at S and R to harvest

wireless energy from the beacon. In addition, the effect of four

schemes, namely MEHS+PRS, MEHR+PRS, MEHS+ORS

and MEHR+PRS, on the security of the considered system

were examined. The exact closed-form expressions of the

system’s SOP in these schemes are derived. Finally, the

numerical results were provided to validate our correctness.
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APPENDIX A

PROOF OF LEMMA 1

From (21), we have

γMEHS

1PRS =
1 + γMξ|hBsS|2|hSRk∗

|2
1 + γEξ|hBsS|2|hSE|2

, (A.1)

γMEHS

2PRS =
1 + γMξ|hBsRk∗

|2|hRk∗D|2
1 + γEξ|hBsRk∗

|2|hRk∗E|2
. (A.2)

The CDF of γMEHS

1PRS is expressed as

P
{

γMEHS

1PRS < x
}

=

∞
∫

0

∞
∫

0

F|hSR
k∗

|2

(

x[1 + γEξzt]− 1

γMξz

)

× f|hBsS|2 (z) f|hSE|2 (t) dz dt

= 1−
K
∑

k=1

N
∑

n=1

(

K

k

)(

N

n

)

(−1)k+n nγMλBSλSE

γMλSE + xkγEλSR

× 2

√

kλSR(x− 1)

nγMξλBS

K1

(

2

√

n kλSRλBS (x− 1)

γMξ

)

. (A.3)

After performing some mathematical manipulations, (A.3) can

be achieved with the help of [23, Eq. (3.324.1)].
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5

The CDF of γMEHS

2PRS is given as

P
{

γMEHS

2PRS < x
}

=

∞
∫

0

∞
∫

0

F|hR
k∗D|2

(

x[1 + γEξyz]− 1

γMξy

)

× f|hBsR
k∗

|2 (y) f|hR
k∗ E|2 (z) dy dz

= 1− γMλBRλRE

γMλRE + xλRDγE
2

√

λRD(x− 1)

γMξλBR

×K1

(

2

√

λRDλBR (x− 1)

γMξ

)

. (A.4)

(A.4) is obtained with the help of [23, Eq. (3.324.1)].

From (A.3) and (A.4) we have (22).

APPENDIX B

PROOF OF LEMMA 2

From (24), we have γMEHS

1ORS
=

1+γMξ|hBsS|
2|hSRk

|2

1+γEξ|hBsS|2|hSE|2
and

γMEHS

2ORS
=

1+γMξ|hBsRk
|2|hRkD|

2

1+γEξ|hBsRk
|2|hRkE|2

.

We denote that Yo = |hBsS|2, and Zo = |hSE|2. The CDF

of γMEHS

ORS
can be derived as follows:

FγMEHS

ORS

(x) =
∞
∫

0

∞
∫

0

[

1− (1− FγMEHS

1ORS
|Yo,Zo

(x))(1− FγMEHS

2ORS

(x))
]K

× fYo
(y) fZo

(z) dy dz. (B.1)

After performing some mathematical manipulations, we

achieve (25) with the help of [23, Eq. (3.324.1)].

APPENDIX C

PROOF OF LEMMA 3

From (20), we have

γMEHR

1ORS =
1 + γMξ|hBrS|2|hSRk

|2
1 + γEξ|hBrS|2|hSE|2

,

γMEHR

2ORS =
1 + γMξ|hBrRk

|2|hRkD|2
1 + γEξ|hBrRk

|2|hRkE|2
. (C.1)

We denote that Zo = |hSE|2. The CDF of γMEHR

ORS
can be

derived as follows:

FγMEHS

ORS

(x) =

∞
∫

0

∞
∫

0

[

1− (1− FγMEHR

1ORS
|Zo

(x))(1− FγMEHR

2ORS

(x))
]K

× fZo
(z) dy dz. (C.2)

After performing some mathematical manipulations, we obtain

(26) with the help of [23, Eq. (3.324.1)].
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