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Abstract—In this paper, we propose a non-collaborative radio-
frequency (RF) sensor network that, observing the radio spec-
trum generated by the users of a wireless network, can separate
and classify their activities. Numerical results demonstrate that
using blind source separation (BSS) and some well-known classi-
fiers, over-the-air user traffic identification is possible. Moreover,
we demonstrate that the performance of the proposed method-
ology is remarkably good in the presence of multiple classes
and rather robust when channel impairments (i.e., presence of
shadowing) degrade BSS. For example, we show that using a
neural network (NN) outstanding classification performance can
be achieved even using a relatively low number of RF sensors
with very short observation windows (i.e., 30ms).

I. INTRODUCTION

With the advent of the internet of things (IoT), there is
a rapidly growing demand for radio services by billions of
devices, making the radio spectrum an increasingly valuable
resource [1]–[4]. In such scenarios, in-depth knowledge of the
composition of traffic, as well as the identification of trends in
application usage, may help cognitive radios (CRs) improving
network design and provisioning. Moreover, it seems very
important, if not mandatory, that user traffic classification is
carried out without the need to be a part of the network or
without increasing its overhead sharing additional information.
There are many approaches and methodologies for traffic clas-
sification proposed in the literature [5], [6]. Such methodolo-
gies can be grouped into three main categories [7]. Port-based
classification is used when the protocols are assigned to a well-
known transport-layer port (i.e., TCP, HTTP). The main issue
with this method is that many applications use dynamic port-
negotiation mechanisms to guarantee user privacy. Payload-
based classifiers inspect the content of packets beyond the
transport layer headers, looking for features in packet payloads
that can distinguish an application protocol from the others.
These classifiers are usually used when traffic is not encrypted
or enclosed into other application-level protocols. Statistical
classification analyses statistical attributes, also called fea-
tures, of the received traffic to perform classification through
learning algorithms [5]. This methodology can be applied
to encrypted traffic because the content of packets is never
exploited, and it is lightweight in terms of sensing, but it can
be less accurate than payload-based classifiers.
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While traffic classification in wired networks has been
extensively investigated, very few works address the problem
in wireless systems, although the emergence of CR technology
makes this aspect rather important [7]. In fact, more in-depth
knowledge of how a network uses the wireless medium and,
thus, the classification of its users’ activities may contribute to
the development of much effective spectrum sharing strategies.
In this context, it is desirable to automatically recognize the
user-level application that has generated a given stream of
packets from direct observation of the radio-frequency (RF)
scene [2]–[4]. This work proposes a machine learning (ML)-
based approach for traffic classification in wireless networks
using low-cost RF sensors, where such sensors do not need to
be part of the network to perform classification. In particular,
the main contributions are the following:

• We propose the idea of using a sensor network that
exploiting only the received signal strength (RSS) traces
collected by the sensors is capable of classifying traffic
patterns of the users of a wireless network.

• We design a specific blind source separation (BSS)
method to reconstruct the transmitted power profiles of
each node of the network.

• We compare the performance of classifiers, such as sup-
port vector machines (SVMs) and neural networks (NNs),
and statistical tools, such as principal component analysis
(PCA) and kernel principal component analysis (KPCA),
to assess their ability to classify traffic patterns.

• We provide an in-depth analysis of the classifiers’ per-
formance as a function of the number of RF sensors, the
acquisition time window, and the shadowing intensity.

The numerical results, based on simulated waveforms, reveal
that over-the-air user traffic classification after BSS is possi-
ble, using a relatively low number of RF sensors and short
acquisition time window.

Throughout the paper, capital boldface letters denote ma-
trices, lowercase bold letters denote vectors, (·)T stands for
transposition, � stands for the element-wise product, IN
indicates the N ×N identity matrix, E{·} is the expectation
operator, and || · ||2 is the `2-norm operator. The remainder of
this paper is organized as follows. In Section II, we introduce
the scenario and system model. In Section III, the BSS method
is proposed, while in Section IV, the classification algorithms
are presented. Numerical results are given in Section V.
Conclusions are drawn in Section VI.
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Fig. 1. System overview: the network of sensors monitoring the traffic
patterns among the nodes of the wireless network.

II. SYSTEM OVERVIEW AND PROBLEM SETUP

Let us consider a scenario with a wireless network com-
posed of N users monitored by M RF sensors (non col-
laborating with the network) all randomly placed on a two-
dimensional landscape (see Fig. 1). We assume that the
technical specifications of the network (i.e., wireless routing
protocol, physical layer structure) are unknown, and each
sensor in the landscape can measure only the instantaneous
received power over short time intervals. The goal is to
design an automatic traffic classification tool that exploits only
features observable by the packet flows’ temporal evolution.
Therefore, all the subsequent tasks are performed without
demodulating the received signals, so that a simple energy
detector (ED) sensor suffices [8], [9].1

However, the extraction of the desired packet flows is quite
challenging. Such patterns are masked by multiple access
interference, packet collisions, as well as by physical layer
impairments like propagation and noise. The most common
propagation issues (e.g., shadowing) and the effects of thermal
noise at the sensors have to be accounted in this scenario, and
their influence on the accuracy of the algorithms needs to be
assessed. Without loss of generality, the effect of shadowing
between the nodes and the sensors is modeled by a log-normal
distributed random matrix S whose elements are

sm,n = exp(σSGm,n) m = 1, . . . ,M, n = 1, . . . , N

where Gm,n are independent, identically distributed (i.i.d.)
zero mean Gaussian random variables (r.v.s) with unit vari-
ance and shadowing parameter σS.2 Furthermore, assuming
conventional energy detection, the thermal noise at the output
of the integrator can be modeled as a constant ν that can be

1Such limitation in the sensing capability has a bright side: the privacy of
the users is preserved, data can be encrypted, and the sensors can be cheap.

2The shadowing parameter is usually expressed as the standard deviation
of the received power in deciBel, i.e., σS(dB) = 10

ln 10
σS.

added to each sample received.3 The profiles of the packets
transmitted by each user are time series arranged as rows of
the matrix P ∈ RN×K where K is the number of power
samples collected; each one calculated over contiguous short
intervals of duration Ti. The channel is represented by the
mixing matrix H ∈ RM×N , whose elements are the hm,n
channel gains between sensor m and node n. Without loss of
generality, the channel model adopted for hm,n is free-space
path-loss. Therefore, the matrix of the received power profile
X ∈ RM×K can be written as

X = (S�H)P + ν1M,K (1)

where 1M,K is an M ×K matrix of all ones.

III. BLIND SOURCE SEPARATION

For the traffic classification purpose, accurate knowledge
of the transmitted power profiles of the users is mandatory.
Assuming that the packet streams generated by each user
are unknown, as well as the parameters of the propagation
channel, BSS is a way to unmix the signals from the mixture
(1) observed by the RF sensors. BSS consists of separating the
source signals taking advantage of their statistical properties
(i.e., statistical independence) when the mixing matrix is un-
known [10]. For this purpose, we need to estimate the number
of sources N . The computation of independent components
can be made simpler and better conditioned if the mixture
is pre-processed before the separation. In this section, we
present a method for BSS based on whitening, dimensionality
reduction, and independent component analysis (ICA). The
proposed method works only in the case of M ≥ N .

A. Whitening and estimation of the number of nodes

Whitening consists of applying a linear transformation to the
observation matrix so that its components are uncorrelated and
have unit variance. This process is accomplished through the
eigenvalue decomposition of X, and selecting only the most
relevant components of the observation matrix, discarding
the others. This is achieved by setting a threshold on the
eigenvalues. The number of components selected coincides
with the number of sources that we want to separate [10]. As a
result, we estimate the number of nodes N of the network and
obtain a whitened observation matrix X̃ ∈ RN×K . Therefore,
we have X̃X̃T = IN , where X̃ is the whitened version
of X with lower dimension. The whitened vectors (i.e., the
rows of X̃) are orthogonal to each other but not necessarily
independent. For this reason, ICA is now used to unmix the
source signals.

B. Non-negative ICA

Given the white signal X̃, we aim to reconstruct the original
positive semi-definite matrix P with good accuracy. ICA is

3The noise term in the ED is a central chi-squared r.v. with a number
of degrees of freedom, NDOF, proportional to the time-bandwidth product.
When NDOF is large the noise term can be considered constant. As detailed
in Section V we consider a system with bandwidth W = 20MHz (i.e., WiFi
channel) and an integration time Ti = 10µs, hence NDOF = 2WTi = 400.
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Fig. 2. Block diagram of the data processing chain for blind traffic classification of wireless users.

a processing method that finds statistically independent and
non-Gaussian components from data. ICA variants differ from
each other for the objective function and the optimization
algorithm used. In general, the chosen function determines the
properties of ICA, such as consistency and robustness, while
the optimization algorithm impacts the convergence speed,
memory occupation, and stability. The output of ICA is an
unmixing matrix W such that

Y = WTX̃ (2)

where Y contains the reconstructed signals. We adopted
the iterative method for ICA under the hypothesis of non-
negative signals as sources, with kurtosis as a measure of non-
Gaussianity, and decorrelation based on the Gram-Schmidt
orthonormalization, proposed in [10].

C. Excision filter

Signal unmixing is not perfect, because of the presence of
noise and shadowing, so the output Y has residual crosstalk
that has to be removed, e.g., by an excision filter.

To isolate the profiles of packets transmitted by each node,
the signals in Y have been processed to obtain sequences of 0s
and 1s arranged in a matrix Z. In particular, the element zn,k
contains 1 if node n is sending a packet at the time sample
k and 0 otherwise. To do so, we use the received samples
to detect the event “packet sent” by the conventional binary
hypothesis test. The threshold η is set as a fraction α ∈ [0, 1]
of the maximum of Y, i.e.,

η = αmax
n,k
{yn,k}. (3)

The complete block scheme of the data processing chain is
depicted in Fig. 2.

IV. USER TRAFFIC CLASSIFICATION

A. Features extraction

For the traffic classification problem, three different traffic
profiles have been simulated, in particular, video streaming,
chat, and web navigation. Video streaming traffic can be
considered a dense stream of packets containing a relatively
large volume of data, while chat traffic can be seen as sparse
groups of packets representing the messages sent and received
by the user. Web navigation, instead, produces a more variable
traffic profile with respect to the other activities. An example
of packet flows for these traffic types is reported in Fig. 3
There are four relevant features which characterize the statistic
of packets’ inter-arrival time:

• Sample mean

Mτ =
1

n

n∑
k=1

τk. (4)

• Sample variance

Vτ =
1

n− 1

n∑
k=1

(τk −Mτ )
2. (5)

• Kurtosis
Kτ =

m4

m2
2

(6)

where m4 and m2 are respectively the 4th and the 2nd
order moments, estimated from samples as

mq =
1

n

n∑
k=1

(τk −Mτ )
q. (7)

• Rate of packets, Rp, i.e., number of packet arrivals per
second.

B. Survey of the classifiers

Let us define the feature matrix Φ ∈ RF×D where D is the
number of points while F is the number of features extrapo-
lated for each point, i.e., F = 4 according to Section IV-A.

The matrix Φ is related to the association matrix t ∈
RD×C , where C is the number of classes (or categories);
C = 3 in the current setting. The element tdc of t is 1 when
the dth observation belongs to the cth class, otherwise its value
is set to −1.

We now briefly review the algorithms adopted for over-the-
air traffic classification: PCA, KPCA, SVM, and NN.

1) PCA: PCA is a widely known algorithm in exploratory
data analysis. Considering the cth class, given the centered
training set Φc, the algorithm remaps the training data from
the feature space RF in a subspace RP (where P < F is the
number of principal components selected) that minimizes the
information loss between the projected data and the original
ones. The best subspace over which to project the data depends
on the training set distribution and the number of components
selected P . Iterating this process for all the C classes, we
obtain a set of subspaces, one for each class, where to project
the data. For the multi-class classification purpose, we seek
to find which of the subspaces gives a better representation
of the test data. For this reason, firstly, we project the test
data set over all the subspaces already found. Then, data are
remapped to their original space, and the Euclidean distance
between the original data and the remapped ones is calculated
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for each subspace of the set. The class corresponding to the
subspace that gives the minimum Euclidean distance is the
output of the classifier.

2) KPCA: This approach takes inspiration by the standard
PCA and overcomes the limitation of the linear mapping that
corresponds to finding linear boundaries in the original feature
space. In many applications, this constraint represents a severe
limitation and can sharply decrease the classification accuracy.
KPCA firstly maps the data with a non-linear function, after
which applies the standard PCA to find a linear boundary in
the new feature space. Such boundary becomes non-linear,
going back to the original feature space. A crucial point in
KPCA is the selection of a non-linear function that leads
to linearly separable data in the new feature space. In the
literature, when the data distribution is unknown, the Radial
basis function (RBF) kernel is often proposed as the right
candidate to accomplish this task [11]. Suppose we have a
generic point φd that corresponds to a vector of length F , we
can apply the RBF as follows

Kφf,d
= e−γ||φd−φf,d||22 with f = 1, 2, . . . , F (8)

where γ is a kernel parameter (inversely proportional to the
width of the Gaussian function) that must be appropriately set,
and Kφf,d

is the f th component of the point φd in the kernel
space. Overall the starting vector φd is mapped in a vector
Kφd

of length F . Applying now the PCA to the new data set
obtained remapping all the training points, it is possible to find
non-linear boundaries in the starting feature space for a better
classification. It is good practice to center the points mapped
with the RBF because the mapping in the new feature space
could be non-zero mean.

3) Support vector machine: The SVM constructs a set of
hyperplanes in high-dimensional space that can be used for
tasks like classification or regression [12], [13]. Hence, it is a
parametric learning algorithm whose error function includes a
regularization term as follows:

g(w) =

D∑
d=1

ln
Ä
1 + e−yd(φ

T
d w)
ä
+ λ||w||22 (9)

where w is the vector of the weights of the SVM model, and
λ is the regularization parameter.

4) NN: Considering the case study of this work, the groups
of points of the three classes are not linearly separable;
therefore, a shallow NN has been chosen as a fourth clas-
sification algorithm [14], [15]. In particular, we adopt a 2-
hidden-layer feed-forward NN. The well-known k-fold cross-
validation method has been chosen to avoid overfitting. During
the training phase, the network tracks the function described
by the matrix of the features and finds the classification
region’s boundary. Once the boundaries have been found it
is possible to classify new points according to their position
on the hyperplane.

V. NUMERICAL RESULTS

In this section, we present several tests performed to
compare the classification algorithms and to reveal when a
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Class 1: streaming video

0ms 50ms 100ms 150ms 200ms

P
t

Class 2: chat

0ms 50ms 100ms 150ms 200ms

P
t

Class 3: web navigation

Fig. 3. An example of packet profiles transmitted by the users for the three
activities considered.

RF-based traffic classification is possible with satisfactory
performance. As a figure of merit, we define the accuracy
as the number of traffic streams correctly classified over all
the tested ones. Since the number of test points for each
class is the same, this figure of merit perfectly suits this
case study. The RF sensors are uniformly distributed in the
landscape of the network, represented by a squared area of
side 10m. The wireless network under test is based on the
IEEE802.11n standard and is composed of an access point
(AP) and N = 3 devices, all randomly placed in the area.
The number of classes considered is C = 3, corresponding to
three different pattern of activities generated by the users: web
navigation, video stream and chat. The results presented in this
section are obtained from NS-3 simulations of 100 different
scenarios. More precisely, in each scenario, the position of
the nodes, the position of the sensors, and the shadowing
are chosen randomly, while each user generates its traffic
profile according to one of the three patterns (an example
is reported in Fig. 3). The sampling frequency at the RF
sensors is set to fs = 10 kS/s leading to a time resolution
of 100µs. The excision filter threshold η is set with α = 0.9.
For the PCA algorithm the number of components is set to
P = 1, while for KPCA is P = 3 and γ = 30. The SVM
parameter λ is set to 0.1. The NN has 40 nodes in the first
hidden layer and 20 in the second one. All the layers are
fully connected, and the activation functions are ReLU for the
hidden layers and softmax for the output layer. The network
is trained with 1500 points for 2500 epochs (iterations of the
stochastic gradient descent algorithm) with an initial learning
rate of 10−4. The learning rate decreases by a factor 10 after
2000 epochs.

A. Accuracy vs. number of RF sensors

In this test, we studied the performance of the classifiers
as a function of the number of RF sensors distributed in the
landscape. The shadowing parameter is set to σS = 2 dB and
σS = 5 dB, respectively. As expected, the reconstruction error
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Fig. 4. Accuracy varying the number of sensors M with an observation
window of 1 s.

of the BSS increases when a low number of sensors is used.
In Fig. 4, it is shown how the quality of the classification
of the algorithms falls as M drops below 15 sensors. Note
that, the performance of the PCA results less effective than
the other algorithms. In particular, Fig. 4 shows that the NN
is the most suitable classifier in this scenario. For such tests,
the observation window is set to 1 s, according to the next
section.

B. Accuracy vs. observation window

This test aims to find a proper acquisition window duration
to guarantee that the algorithm reaches the maximum achiev-
able accuracy. Now, the number of sensors is M = 15 and the
shadowing parameter is σS = 2 dB. With this aim, Fig. 5 shows
how the accuracy of the classification algorithms depends on
the window width. As expected, if the capture window is
too short (i.e., 20ms), the accuracy degrades significantly.
This behavior is related to the time scale for which the
features selected are meaningful. Moreover, the figure shows
that the NN outperforms the other algorithms even with a short
observation window (i.e., 30ms). This is probably due to the
different training procedures.

VI. CONCLUSION

In this work, we proposed a user traffic classification
framework for wireless networks, based on RF measurements.
We showed that, after the BSS, the NN outperforms the other
classifiers achieving remarkable performance also in case of
propagation impairments (e.g., shadowing), and with a short
observation window (30ms). The analysis of the proposed
solution revealed that the number of RF sensors strongly
impacts the performance of the algorithms. This is because
traffic classification is affected by imperfect power profile
reconstruction of the transmitted signals at the nodes.
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Fig. 5. Accuracy as a function of the observation window duration for
M = 15 sensors.
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