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Abstract—The analysis of variance (ANOVA) is used in many
applications to decide whether the outcomes of different ex-
periments are the same or not. Nevertheless, one of the most
restrictive assumptions made by ANOVA is to suppose that all the
experiments have the same variance. This may not be common
in many applications as it is the case of spoofing detection
in global navigation satellite systems (GNSS). Moreover, there
may be cases in which the experimental data is complex with
different variances for the real and imaginary components. For
these reasons, in this paper, we provide a general formulation
of ANOVA and we show its application to spoofing detection
in GNSS. Numerical results will show the superiority of the
proposed generalized ANOVA solution with respect to traditional
ANOVA and state-of-the-art techniques for spoofing detection in
GNSS.

Index Terms—ANOVA, spoofing, GNSS, polarization, complex
data.

I. INTRODUCTION

The analysis of comparative experiments is a common task
widely extended in many multidisciplinary fields. In these kind
of analyses, the difference between the outcomes is of interest
instead of the specific outcomes of each experiment. Examples
of applications are classification [1], biology and psychology
[2], clinical experiments [3], and quality control [4], just to
mention a few. The analysis of variance (ANOVA) is the most
used method in the literature for the analysis of experimental
data. ANOVA was devised originally to test the differences
between several groups of treatments in clinical experiments
[5]. The popularity of ANOVA was driven by its computational
elegance, allowing a simple implementation very useful for
early computers.

The simplest form of ANOVA can be represented in terms
of a linear model with the assumptions of independence
between observations, normality of the data and uniformity
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of variances. The last assumption is the stronger one, which
supposes that the variance of the different experiments is
the same. Some references analyzing the case of different
variances between analyses can be found as [6]. Nevertheless,
ANOVA is usually applied to real data, some exceptions can
be found in the literature like [7], but to the best of the authors’
knowledge all of the contributions make the assumption of a
balanced variance between the real and imaginary parts. In
this paper, we will analyze the ANOVA problem for complex
data and from a general point of view based on the theory of
hypothesis testing [8]. This will lead to the general solution for
unbalanced complex data (i.e. different variance for the real
and imaginary part) with different variances between experi-
ments. In other words, we will show that the solution for the
generalized ANOVA model is equivalent to the Generalized
Likelihood Ratio Test (GLRT) of a complex Gaussian variable
with uncorrelated real and imaginary parts [8].

In this work, we will show the application to spoofing
detection in global navigation satellite systems (GNSS), which
nowadays is one of the main concerns for the GNSS commu-
nity [9]–[11]. The reason is that spoofing can inject mislead-
ing positioning information into the system, potentially with
catastrophic consequences. This is shown by recent incidents
suspected to have been caused by spoofing attacks [12], [13].
Many techniques to detect spoofing have been published in the
past [14], the multi-antenna systems being the most promising
ones. Unfortunately, these systems have an inherently large
size avoiding its use in many kinematics applications. For this
reason, dual-polarized (2pol) antennas gained interest in recent
years, as they provide additional (polarization) diversity but
with the same dimensions as standard industrial grade GNSS
antennas. We will base our analysis on the novel spoofing
detection method with a 2pol antenna proposed in [15].

The underlying idea of spoofing detection with 2pol is that
authentic signals from different satellites would be received
with different polarization since they travel different paths.
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On the other hand, spoofed signals would be received with the
same polarization because they travel the same path (i.e. from
spoofer to receiver). It is here where ANOVA may be useful
for spoofing detection in GNSS; that is, we aim at comparing
the polarization of the received GNSS signals sensed by
a 2pol antenna. We will compare the solution proposed in
this paper for the generalized ANOVA with the heuristic
solution proposed in [15]. Specifically, the contribution of this
paper is twofold. On the one hand, we provide a formal and
straightforward derivation of ANOVA in its general form. This
derivation will be based on the GLRT. On the other hand,
we will show the application of the proposed solution to the
problem of spoofing detection in GNSS. The rest of the paper
is organized as follows: Section II introduces the signal model,
whereas Section III shows the generalized ANOVA solution
and its particularization for different models. Then, Section IV
shows the numerical results and Section V concludes the paper.

II. SIGNAL MODEL

Let xn = [x1(n), x2(n), . . . , xL(n)]> be random observa-
tions of L different channels taken at time n. The different
channels represent different sources such as patients in a
clinical experiment or satellites in view for spoofing detection
in GNSS. The observations xi(n) denote the information used
to detect the event under consideration. For instance, xi(n)
might denote the levels of sugar of the patient i [3] or the
polarization ratio of the received signals for spoofing detection
in GNSS [15]. In the following, we introduce the model
for spoofing detection in GNSS. Nevertheless, the theoretical
findings in this paper can be used in any other application in
which ANOVA is currently being applied.

As done in [15] we will base our detection analyzing pairs
of satellites. This reduces the number of unknown parameters
to deal with and it allows a practical implementation in a real
GNSS receiver. Actually, by doing so we fix the number of
spoofed satellites to two, which is the minimum number of
spoofed satellites to be detected. Otherwise, we should do a
brute-force optimization taking into account all the possible
number of spoofed satellites and their possible sets of spoofed
satellites. This task is cumbersome for a GNSS receiver.

Let xi(n)
.
= yi(n) + jzi(n), µi

.
= µr,i + jµi,i σ

2
i

.
= σ2

r,i +
σ2
i,i with σ2

r,i
.
= var[yi(n)] and σ2

i,i
.
= var[zi(n)] the variance

of the real and imaginary parts of xi(n), respectively. Then,
define xi(n)

.
= [yi(n), zi(n)]>, µi

.
= [µr,i, µi,i]

> and
σ2
i

.
= [σ2

r,i, σ
2
i,i]
>. Now, for the sake of simplicity and

comparison with ANOVA, let us assume Gaussianity of the
samples:

xi(n) ∼


H0 : f0(xi(n);θi) =

exp(− 1
2d(xi(n),θi))

2π
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r,iσ
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i,i
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)
πσ2

s

,

(1)
where θi

.
= [µi, σ

2
i ]> and θs

.
= [µs, σ

2
s ]>, with θi 6= θj under

H0 and θs = θi = θj under H1, for the pair of satellites i

and j. We have used the following definitions:

d(xi(n),θi)
.
=
∣∣∣∣(xi(n)− µi)>Q

−1
i (xi(n)− µi)

∣∣∣∣2 ,
Qi

.
= E

[
(xi − µi)(xi − µi)H

]
=

[
σ2
r,i 0
0 σ2

i,i

]
.

(2)
That is, the distributions in (1) correspond to complex Gaus-
sian distributions. The difference is in the variance of the
real and imaginary parts. In the first case they are different,
whereas in the second case they are the same, so that σ2

s =
σ2
i = σ2

r,i/2 = σ2
i,i/2. This model is justified analyzing the

real data captured within the framework of the FANTASTIC
project [15]. As shown in Fig. 1, the variances for the real and
imaginary parts of the polarization ratio are different underH0,
but they are similar under H1.

III. GENERALIZED ANOVA

Before entering into detail, let us further elaborate the
statistical model of the data, useful to obtain a solution
for the detection problem at hand. To do so, let xij(n)

.
=

[xi(n), xj(n)]> ∈ C2 be the vector containing the complex
values of the polarization ratio of satellite i and j at time n.
Now, we consider working with a block of N samples, which
is defined as

Xij
.
=


x>ij(1)
x>ij(2)

...
x>ij(N)

 =


xi(1) xj(1)
xi(2) xj(2)

...
xi(N) xj(N)

 ∈ CN×2, (3)

so that assuming independence between satellites and samples
we have

Xij ∼


H0 : F0(Xij)

.
=

N∏
n=1

∏
k={i,j}

f0(xi(n);θk)

H1 : F1(Xij)
.
=

N∏
n=1

∏
k={i,j}

f1(xk(n);θs)

, (4)

which after applying the definitions in (1) we get

F0(Xij) = Aij exp

−1

2

N∑
n=1

∑
k={i,j}

d(xk(n),θk)

 ,

F1(Xij) = As exp

− N∑
n=1

∑
k={i,j}

||xk(n)− µs||2

σ2
s

 ,

(5)

where Aij
.
= (4π2 det(QiQj))

−N , As
.
= (πσ2

s )−2N .
The log-likelihood ratio (LLR) is the metric of interest for

the design of optimal detectors [8]. By definition, the LLR is
written as

Λ̃ij
.
= ln

(
F0 (Xij)

F1 (Xij)

)
, (6)

and then a detection test is defined as Λ̃ij ≥ h, with h the
detection threshold. Next, we derive the LLR for the statistical
model in (4), henceforth referred to as the unbalanced model,
and we show how to deal with the unknown parameters given
by θ = [θi

>,θs
>]>. Then, we also consider a particularization
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Fig. 1. Scatter plot of the complex polarization ratio of real GNSS data gathered under the framework of the FANTASTIC project. (Left) Data under nominal
conditions (i.e. without spoofing, H0) and (right) under the presence of spoofing (i.e. under H1).

of this model extensively used in practice. That is the uniform
model, which considers that the variances under H0 and
H1 are the same. Furthermore, this model also assumes that
the variances of both the real and imaginary parts of xi(n)
are equal. As shown, the solution to this model leads to
the well-known ANOVA test [2]. Finally, we also introduce
the heuristic algorithm proposed in [15], which will be the
benchmark for performance comparison.

A. Unbalanced solution

In this section, we use the general model in (1) and the
definition in (6) to derive the following LLR

Λ̃ij = −NBij +
1

2

N∑
n=1

∑
k={i,j}

δ (xk(n),θk,θs) , (7)

with Bij
.
= ln

(
(σ4

s )/(4Aij
)

and

δ (xk(n),θk,θs)
.
= d(xk(n),θk)− 2

||xk(n)− µs||2

σ2
s

. (8)

Since the parameters in θ are unknown, we will use a gener-
alized LLR obtained by using the maxim likelihood (ML) es-
timates of the unknown parameters, given by θ̂i = [µ̂i, σ̂

2
i ]>

as

µ̂i =
1

N

N∑
n=1

xi(n),

Q̂i =
1

N

N∑
n=1

(xi(n)− µ̂i)(xi(n)− µ̂i)H,

(9)

with σ̂2
i
.
= trace(Q̂i). On the other hand, θ̂s = [µ̂s, σ̂

2
s ]> is

given by

µ̂s =
1

2
(µ̂i + µ̂j),

σ̂2
s =

1

2
(σ̂2
i + σ̂2

j ).
(10)

Hence, the LLR used for the detection problem at hand is

Λij = −NB̂ij +
1

2

N∑
n=1

∑
k={i,j}

δ
(
xk(n), θ̂k, θ̂s

)
, (11)

where B̂ij and δ
(
xk(n), θ̂k, θ̂s

)
are given by (7) and (8),

respectively, but using the ML estimates of the unknown
parameters in θ̂k and θ̂s given by (9) and (10), respectively.
This solution is the GLRT for the test of equal/unequal
variances and means of a complex Gaussian variable with
uncorrelated real and imaginary parts with different variances
[8].

B. Complex ANOVA

We consider here the case in which σ2
i = σ2

j = σ2
s .

This is not a common case in practice, but as we will show
this assumption leads to a LLR expression equivalent to the
ANOVA test. In this case, the resulting LLR is given by

ΛCA,ij = −||µ̂s − µ̂i||2 + ||µ̂s − µ̂j ||2

σ̂2
s

, (12)

with the ML estimates of the unknown parameters θ̂i given
by

µ̂i =
1

N

N∑
n=1

xi(n),

σ̂2
i =

1

N

N∑
n=1

||xi(n)− µ̂i||2 ,

(13)

and by (10) for θ̂s. These results lead to the same expression
as used for ANOVA [2] but applying the ||·||2 operator instead
of (·)2 due to the use of complex data instead of real one.

It is worth pointing out that in this case we avoid the
estimation of the variances of the real and imaginary parts of
xi(n) needed to form Qi. Instead, we can estimate directly σ2

i

from (13) and get rid of two estimations. In terms of compu-
tational burden, this leads to a reduction of two sums (one for
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each variance) and one product operations. Nevertheless, this
reduction is marginal with respect to the total computational
cost, which is directly proportional to the number of samples
N . Finally, we note that this solution is similar to the GLRT for
equal/unequal means of a complex circular Gaussian variable
[8].

C. Heuristic solution

In this section we introduce the detection algorithm used in
[15]. In this contribution, based on the model in (1), the idea
was to build up a distance measure between pairs of satellites.
Thinking about complex numbers, this distance should be
a small value under H1, denoting likelihood between the
polarization of the signal, wheres it will be a large value under
H0 denoting different polarization. So, the test Dij ≤ h was
used to decide whether the pair of satellites is spoofed or not.
The following measure was defined to detect the presence of
spoofing:

Dij
.
=

∣∣∣∣∣∣∣∣ N∑
n=1

xi(n)− xj(n)

∣∣∣∣∣∣∣∣2
2Nσ̂2

ij

, (14)

with

σ̂2
ij
.
=

1

N

N∑
n=1

||xi(n)− xj(n)− µ̂ij ||2 ,

µ̂ij
.
=

1

N

N∑
n=1

(xi(n)− xj(n)).

(15)

IV. APPLICATION TO GNSS SPOOFING DETECTION

Now, we focus on the application of the theoretical results
in Section III to the problem of GNSS spoofing detection. In
this section, we compare the proposed solution in [15], given
by (14), with the two different LLR studied in Section III,
namely (11) and (12). First, we analyze the probability of
detection as a function of a signal-to-noise ratio (SNR). This
SNR is used to indicate the distance between hypothesis H0

and H1 (i.e. difference between µi and µj). Next, we compare
the so-called receiver operating characteristic (ROC) curves of
the considered solutions, which represent the probability of
detection as a function of the probability of false alarm. We
will perform the simulations for different values of N . We will
base our numerical results on the parameters we might find
on GNSS given by the experimental data analyzed in [15].
Particularly, we use the set of parameters shown in Table I.
Note that we indicate the variances under H0 as the sum of
the variances for the real and imaginary part.

A. CASE 1: SNR evaluation

Fig. 2 draws the probability of detection of the considered
solutions as a function of the SNR with the parameters given
in Table I.. The simulations are obtained taking into account
a probability of false alarm of 10−2. Then, the detection
threshold used to declare that a spoofing event is present is
experimentally fixed to provide a probability of false alarms
of 10−2. For the sake of simplicity, we consider that µj =
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Fig. 2. Probability of detection for the considered solutions as a function of
the SNR. Curves for different values of N = {5, 10, 20}.

TABLE I
SIMULATION PARAMETERS USED TO OBTAIN THE NUMERICAL RESULTS.

Name {µi, µj} {σ2
i , σ

2
j } {µs, σ2

s }

CASE 1 5 + j0.5
SNR dependent

3.75 + 1.25
0.9 + 2.1

-0.44+j1.02
1

CASE 2 4.24 + j0.13
2.65 + j0.78

1.87 + 0.58
0.87 + 0.18

-0.14 - j2.33
1

Aje
(jθ), with θ the angle of the complex number µi. Then,

we fix Aj as
Aj = Ai +

√
SNR/2, (16)

with SNR the SNR in lineal units. We see from the results
how the unbalanced solution, given by (11), provides the best
performance in terms of probability for any value of SNR.
One interesting point is that for large values of SNR, both
the complex ANOVA and heuristic solution provide the same
performance in terms of probability of detection. The previous
behavior is experienced for all the simulated values of N .
As we would expect, the performance of all the solutions
increases with the value of N . Furthermore, the larger the
value of N , the larger the difference in performance between
the unbalanced solution and the others (i.e. ANOVA and
heuristic).

B. CASE 2: ROC curves

Fig. 3 shows the ROC results for the considered solutions
with the parameters given in Table I.The results again show
the superiority (around one order of magnitude) of the LLR
for the unbalanced model given by (11). These simulations
also illustrate the similarity in performance of the complex
ANOVA and heuristic solutions. The previous behavior is
experienced for all of the simulated values of N . As before,
the performance of all the solutions increases with the value
of N . Similarly, the larger the value of N , the smaller the
difference of performance between the considered solutions.
Traditional GNSS receivers usually have a sampling rate of
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Fig. 3. ROC curves of the solutions considered in this work for data
drawn with the unbalanced model in (1). Curves for different values of
N = {5, 10, 30}.

10 Hz, which means that we might detect the spoofing within
3 s (i.e. N = 30) more than the 99% of the time. This is
a very good result for a practical implementation of GNSS
spoofing detection. Furthermore, due to the superiority of
the unbalanced model, for a given value of probabilities of
detection and false alarm (or SNR), the unbalanced LLR is
able to provide a quicker detection than its competitors.

V. CONCLUSIONS

In this paper, we have provided a formal and general
derivation of ANOVA considering different variances for the
different experiments to be compared. In addition, we have
worked with complex data having different variance in its
real and imaginary parts. Numerical results have shown the
good performance of the general solution with respect to the
traditional ANOVA method. This is demonstrated by show-
ing different simulations analyzing the performance of the
spoofing detectors considered in this paper. Furthermore, the
complexity of the general solution is similar to the traditional
ANOVA, thus being very useful for a practical implementation.

This is confirmed when applying the theoretical results to the
problem of spoofing detection in GNSS. We have compared
the proposed solution in this paper with a state-of-the-art
solution for spoofing detection in GNSS. The results show the
superiority of the proposed solution in this paper both in terms
of performance and robustness with a similar complexity.
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